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TURK DEVLETININ
2016 YILI BASARISIZ DARBE GIRISiMi
SONRASINDAKI HAREKETLERININ HUKUKILIGi
VE
BYLOCK UYGULAMASINA TEROR ORGUTT UYELIGININ
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lularinin orduyderisindeki
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: ah Giilen, iddia

Giilenist bir grup oldugundan siiphelenilen bir darbe girisimi yasan
edildigi Gzere Gillen yanlisi hakimlerin Erdogan aleyhine 2013 yilinda yolsuzluk

sorusturmalart baslatmalarina kadar onunla miittefik olan ve halen ABD'de mukim bir din

adamidir,

Darbe basanisiz olunca Giilen hareketi bunun soraumlusu olarak itham edildi. Bundan énce
Mayis 2016'da Erdogan, Giilen hareketinin yasadis1 ter6r orgiitii oldugunu ilan etmis ve

hareket Milli Giivenlik Kurulu'nun Tirkiye i¢in tehdit olusturan &rgiitler listesine alinmisti.

Ayrica darbenin sonrasinda Cumhurbagkani Erdogan, o tarihten itibaren birkag defa uzatilan
ve halen daha yiriirliikte olan olaganiistii hali ilan etti. Olagantistii hal hiikiimete,

Giilenistleri ve Giilenist oldugundan stiphelenilen kisileri tiim devlet kurumlarindan atma

yetkist verdi.

16 Nisan 2017 tarihinde Basbakan Yardimcisi Numan Kurtulmus tarafindan ' “vatandagslarin
hak ve ozgiirliklerini korumak icin alinan énlemlerin devamm saglamaya yonelik” olarak
tamimlanan bir anayasal reform baglaminda tilke genelinde bir referandum yapildi. Ne var ki

biitiin bu makul maksatlara ragmen olaganiistii hal isbu miitaaalanin yazildig: tarih itibariyle

hala yirirliiktedir.

Olaganiistii halin ilanindan bu yana onbinlerce kisi ya ag1ga alindi ya da isinden atildi. 20
Eylil 2016'da Bagbakan Binali Yildinm "Darbe girigiminden Agustos 2016'ya kadar
40.02%un iizerinde kisi tutuklandi ve 20.355 kisi i¢cin yakalama emri ¢ikartilds. Bugiine
kadar 79.000 kamu gorevlisi isten atildi ve 4.262 sirket ve kurum kapatildi.” seklinde

beyanat vermistir.
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11.

ABD Dusigleri Bakanhgi’'nin 2016 Ulkeler Insan Haklar Raporu’na gére; '"15 Temmuz
darbe girisiminin ardindan Giilen Hareketiyle baglannii olmakla suclanan toplam yargi
mensuplarimn %22'sini teskil eden) 3.000 yargt mensubunun aqiga alimmasi, atilmast ve
mal  varliklarimn - dondurulmasmin  yarg: bagumsizligr iizerinde irpertici bir etkisi

olmugstur ™.

Avukatlara gelince, 24 Ekim 2016 tarihli bir raporunda insan Haklar izleme Orgiitii
[Human Rights Watch] su degerlendirmeyi yapmustie: “Avukatlar da hedef alindi. Tiirkiye
Barolar Birligi'nin Insan Haklari Izleme Orgiitii'me verdigi bilgive gore 79 farkli baro
toplamda 202 avukatin darbe girisiminde ver almak veyva Giilen Hareketi'vle baglantiii

olmak suglamalariyla tutuklandigin bildirdi .

Silahll Kuvvetler ise baslangic olarak binden fazla yiksek riitbeli personelin atilmasiyla
kargi kargiya kaldi. Kara kuvvetleri generallerinin %A44'1, hava kuvvetleri generallerinin
%42'si ve donanma amirallerinin %58 atildi. Radio Free Europe'un haberine gére 2016
Temmuz sonu itibariyle 73 askeri pilotu icin yakalama emri ¢ikartildi ve 27 Ekim 2016
tarihinde Tirk resmi haber ajans: 45 pilotun gozaltina alindigini ve 28 pilotun da halen

arandigini duyurdu. $tipheliler arasinda 2 albay ve 71 ytizbast bulunuyordu.

maruz kaldilar.

Tirk hitkimetinin basarisiz darbeye karsi bu iirkiitiicii tepkisin my%??@é &I*Eﬂ{iféytlle il
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Turkiye Avrupa Insan Haklari Sozlesmesi'nin imzac: iilkelerinden biri ve basarisiz darbe
girisiminden sonra kigilerin gézaltina alinma ve tutuklanmalarinin onlarin aym sdzlesmeden
dogan haklarim ihlal etttigi iddia ediliyor. Aynica uykusuz birakma, siddetli dayak ve cinsel
saldirt da dahil olmak tizere iskence ve gittikge artan sayida gozalt oliimieri oldugu
iddialarinda bulunuldu. Uluslararas: Af Orgiitii Tirkiye'de tutuklularin doviildiigiine,
igkenceye maruz birakildiklarina ve bazi durumlarda tecaviize ugradiklarina dair giivenilir
delillere sahip olduklarim raporlastirdi. Bu iddialar hiikiimet tarafindan siddetli bir sekilde
reddedildi. Ancak daha da endise verici olan Adalet ve Kalkinma Partisi (AKP) milletvekili

Mehmet Metiner'in magdurlarin Fethullah Giilen'e sempati duyanlar oldugu durumlarda




BU RAPORUN YAZARI OLARAK BENIM ROLUM

iskence ve kétli muamele iddialarina dair sorusturma yapilmayacagin sdylediginin medyada
haberlestirilmis olmasi. Gézaltina alinan kisilerin sozlesmeden dogan haklarinin daha bariz

bir sekilde umursanmadigi baska bir durumu tahayyiil etmek zor.
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avukatlara verilen onursal bir paye]. ingiltere ve Galler Barosu nda kabul
edildim ve 1991 yilinda Krallik hukuk danismam payesine yiikseltildim. 23 yildan bu yana

Londra'daki Merkez Ceza Mahkemesi'nde ‘recorder’ olarak adlandirilan yar1 zamanlt hakim

olarak gérev yapryorum.

Tark milli hukuku alaninda higbir bilgim yok ancak kendimi Ingiltere ceza hukuku, Avrupa

insan haklan hukuku ve uluslararasi ceza hukuku alanlarinda uzman olarak gériiyorum.

Bagarisiz darbeden bugiine degin Tiirkiye'de insanlarin gozaltina alinma ve tutuklanma
sartlar1 hakkinda miitalaada bulunmam ve gozaltina alinan ve tutuklanan kisilerin
sézlesmeye dayali haklarimn ihlal edilip edilmedigi ve Tiirk devletinin basansiz darbeden
sonraki eylemlerinin Uluslararas1 Ceza Hukukunu ihlal edip etmedigi ile ilgili goriislerimi

sunmam benden talep edildi.

Ozellikle ByLock uygulamasimn iddia edildigi gibi kullaniminin hiikiim vermek icin saglam

bir esas teskil edip etmeyecegini degerlendirmem istendi.

Boyle bir miitaalayr vermek igin gayet chliyetli oldugumu degerlendiriyorum.

Bu raporun yaziminda Ingiltere ve Galler Barosu iiyesi olan ve bilisim teknolojileri ile ilgili
meselelerde uzman tecriibeli bir avukat olan Simon Baker'dan yardim aldim. Kendisi 21 ve

22nci paragraflarin yaziimasindan ve teknik uzmanlarla iletisimden sorumluydu.

DEGERLENDIRILEN MATERYALLER

Britanya Igisleri Bakanligrnin “Tiirkiye Ulke Politikas1 ve Bilgi Notu; Giilenizm Nisan




20177 ve “Ttirkiye Ulke Politikasi ve Bilgi Notu: Insan Haklar1 Savunuculari versiyonu, 2
Haziran 2017, ABD hiikiimetinin “Tiirkiye 2016 insan Haklari Raporu™, Birlesik Devletler

Disigleri Bakanlhi - Demokrasi, Insan Haklari ve Calisma Biirosu ve bagkaca gok sayida

rapordan alintilar da dahil olmak tizere birgok arka-plan belgesini kapsaml olarak okudum.

Kanun'un 51, 53 ve 63. maddeleri uyarinca terér Orgiitil tyesi olmakla suglanan bir
sahsin davasindaki mahkeme kararimin ingilizce terciimesi. Sézkonusu sahsin
kimligi tarafimca bilinmesine ragmen muhtemel sonuglarindan kaginmak i¢in bu

raporda agiklanmamistir ve kendisinden X olarak bahsedilecektir.

(iii)Bana goére kaynag belirsiz olan (ve bu nedenle ¢ok az 6nem atfettigim) “Iddialar

Kapsaminda ByLock Uygulamasi Raporu™ baglikhi teknik bir rapor.

(iv)Bana gore kaynag: belirsiz olan (ve bu nedenle cok az Snem atfettigim) “Teknik

C6zimler” baghikh bir teknik rapor.

(M) MIT  raporunun  3.6.2.4  boliimiindeki grafiklerde  yer alan BylLock
mesajlasmalanindan bazilarmin terciimesi olan “Grnek mesaj igerigi 17, “&rnek
mesaj igerigi 2”7, “Ornek mesaj icerigi 3” ve “Grnek mesaj igerigi 6” olarak

isaretlenmis baz: belgeler.

20. Aynica Avrupa Hukuk Yoluyla Demokrasi Komisyonu (Venedik Komisyonu) tarafindan

Ingilizce olarak yayinlanan Tiirk Ceza Kanunu niishas! da tarafima saglandi. Asagidaki hiikmii

getiren 314. maddeyi okudum:

(1) Bu kismin dordiincii ve besinci bslimlerinde yer alan suclari islemek
amaciyla silahli drgiit kuran veya yoneten kisi, on yildan onbes yila

kadar hapis cezas! ile cezalandinlir,




Bu kismin dordiincii ve besinci boliimleri 197'den 224. madde
sozkonusu maddeler de dahil olmak igerir ve topluca “Kamu Gii

“Kamu Barigina Kars1 Suglar” olarak nitelendiriien suglar1 kapsar.

(2) Birinci fikrada tanimlanan orgiite iiye olanlara, bes yildan on yila
kadar hapis cezas: verilir.
(3) Sug islemek amaciyla rgiit kurma suguna iliskin diger hiikiimier, bu sug

agisindan aynen uygulamr.
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21. Son olarak, tecriibeli bir adli bilisim teknolojileri uzmani olan Thomas Moore tarafindan

hazirlanmug bir rapordan faydalandim. Kendisi Britanya Bilgisayar Dernegi ve Adli Bilirkisi

Enstitiisii tyesidir. Ozgeemisi raporun ekinde yeralmaktadir ve gériilecedi tizere hem Birlesik

Krallik'taki hem de bagka iilkelerdeki mahkemelerde dijital adli delil sunma hususunda kayda

deger tecriibesi olan ehliyetli bir bilirkisidir. Bay Moore'un raporu MIT Raporu'nu incelemekte

ve kendisine ydnelttigim birtakim spesifik sorulara cevap vermektedir ki bu sorular sunlardir:

L
il.

1.

1v.

Vi,

Vil.

Viii.

1X.

ByLock nedir?

Nasil galisir?

Ne kadar yaygin (hem Tirkiye'de hem de genel olarak) kullamidigim belirlemek

mumkiin midiir?

Eger ki boyle bir farkhibk varsa ticari olarak kullanima sunulan diger o6zel

mesajlasma uygulamalarindan nasil bir farklilik gdstermektedir?

ByLock kullammmin belirli bir siyasal veya sosyal hareketle simirli tutulmus

oldugunu herhangi bir teknik yontem vasitasiyla tespit etmek miimkiin miidiir?

ByLock hakkindaki MIT Raporu'nun teknik veya yontem anlaminda kusurlu oldugu

taraflar var midir?

ByLock sunucusuyla ilgili olarak:

a) ByLock merkezi sunucusu Mart 2016 sonundan énce kapatilmis miydi?

b) O halde ByLock kullanarak iletisim kurmak tizere Uygulamayi indirmis olanlarin
bunu yapabilme kabiliyetleri fizerinde nasil bir etkisi olurdu?

¢) Eger dyleyse, “ByLock'u Mart 2016'dan sonra kullanmak miimkiin degildi”
seklinde bir beyan dogru olur muydu?

Uygulama Giilen Hareketi destekgileri tarafindan yaygin olarak kullanilmis oisa bile

ByLock kullanmanin Giilen Hareketi’ni ve onun siyasal goriiglerini destekleme

anlamina gelecegi ¢ikariminda bulunmak i¢in esash kamtsal temel var midir?

ByLock Giilen Harcketine ve onun siyasal goriislerine destek hususunu




22. Sézkonusu raporun bir niishas isbu miitalaaya Ek-1 olarak e

il

ii.

igeriginin tamanim bu miitalaada tekrarlamak gereksiz olac ¢

Raporu ile ilgili olarak tespit edilen endise verici hususlarin

kanitlayabilse bile bu, Giilen Hareketi'ne (ki bu hareket Mayis 2016'dan beri bir terr
orgutii olarak kayit altina alinmistir) éiyeligi ve/veya bir darbe yapma planina istiraki
ve/veya terr sugu islemeyi planlamay tespite tam bir kanitsal temel olusturabilir

mi?

altim ¢izmek faydali olacaktir. }j@@ x e 7
. Tran®
MIT Raporu kamt kaynag: gostermeden ve hakhiligim: ortaya ra Cak bir kamt

gostermeden olgusal iddialarda bulunmaktadir. Bu nedenle bu iddialarin dogru olup
olmadifim sdyleyebilmek imkansizdir. Bunun bir sonucu olarak bu raporu alan herhangi
bir mahkeme raporda yer alan iddialarn givenilirligini ve dogrulugunu diizgiin bir
bi¢imde degerlendirebilme konumunda olamayacaktir ve bu nedenle herhangi bir
mahkemenin hitkiim tesis etmek i¢in bu iddialara dayanmast uygunsuz ve haksiz
olacaktir,

MIT Raporunda temelde geliskili olan bazi iddialar yer almaktadur. Ormnegin;

a) MIT Raporunun 3.5.1'den 3.5.5'% kadar olan paragraflarinda IP engellemesinin
kullanicilar VPN (Sanal Ozel Ag) vasitasiyla ByLock uygulamasina erisime
zorladify ileri siirlilmektedir. Ne var ki rapor paragraf 3.6'da ByLock
kullameilarin kimligini tespit icin IP adreslerinin kullaniidiginy iddia etmektedir.
Bu iki farkli iddia birbiriyle tutarli degildirler zira eger VPN kullanilmis ise 1P
adreslerinin tespiti miimkiin olmayacaktir.

b) MIT Raporunun 2.4. paragrafinda ByLock'a erisimin Giilen Hareketi
mensuplarina miinhasir olmas: i¢in simrlandirildign ve stki bir bigimde kontrol
edildigi ileri siirlilmektedir, ancak rapor 2.3. paragrafinda ByLock uygulamasinin
Google Play ve Apple Store'dan indirilebildigini kabul etmektedir. Bu,
uygulamaya erisimi kontrol etmenin miimkiin olmadigi kadar onun Nisan 2014
ile Nisan 2016 arasinda diinya genelindeki kullanicilar tarafindan 600.000
defadan fazla indirildigi anlamina gelir. Kisaca, uygulamanin dinyadaki herkes
tarafindan indirilebilir oldugu gergegi uygulamaya erisimin  sumrh  oldugu,
erigimin siki bir sekilde kontrol edildigi ve sadece bir grup kullamiciyla simirh
oldugu iddiasi ile tutarh degildir.

MIT Raporunda yer alan bazi iddialar ise kisaca maddi dayanaktan yoksundur. Ornegin,

a) MIT Raporunun 2.4 paragrafindaki “Insanlar anlik mesajlasma uygulamalarini




genelde giinlik rutin isler hakkinda kendi sosyal cevreleriyle etkilesim 1¢in
kullanmaktadirlar” seklindeki iddia kisaca (WhatsApp, Telegram, v.s. gibi)
bir¢ok benzer uygulamanin kullanim sekline iliskin gergegi yansitmamaktadir.

b) MIT Raporu paragraf 3.3'te yer alan ByLock Uygulamasiyla iligkili olarak diinya
genelinde yapilan aramalarin ya “yabanci tilkelerdeki tiyeler ya da VPN kullanan
Tirk kullanicilar tarafindan gergeklestirildigi” seklindeki iddia, koruma altindaki
Google bilgilerine veya VPN kullamimim gésteren IP kayitlarina erigilmeden
dogrulanamaz. Bu iddia teknik delil goriintiisii verilmis spekiilasyondan baska bir

sey degildir; ve

J 1)
&6 "“ kriptografik anahtardir. MIT Raporu'nda diistiniildiigii gibi sunucu datas: hicbir

zaman sertifika otoritesi vasitasiyla transfer edilemez. Bu nedenle, kendince
imzalanmug bir SSL sertifikasiin kullanilmast MIT Raporunda iddia edildigi gibi

gizliligi temin amacindan daha ¢ok bir maaliyet tasarrufu énlemi olabilir;

(iv)MIT Raporunun 3.5.5 nolu paragrafinda yer aldigi gibi kullanicilart VPN kullanmaya
zorlamak igin IP adreslerinden sunucuya erisimin engellenmesi iddiasi hem spekiilatiftir
(raporda bu engellemenin neden sunucuya DDOS saldirilarin engellemek igin yapilmis
olabilecegi gibi daha mantikh ¢ikarimlar yapiimadigina bir agiklama getirilmemistir) hem de
makul degildir (zira kullamicilarda VPN kullanabilecek bir teknik beceri oldugunu

varsaymaktadir ki bu gergekgi degildir); ve

(v) MIT Raporu ByLock uygulamasimin kurulmasinda oldukga spekiilatif ve alternatif
agiklamalars higbir gerekge ve delil gdstermeden gozardi eden ¢ikanimlarda bulunmaktadir
(0rnegin; Paysera platformunun ve yandex.com e-posta hesabimin kullanilmasi ve
sunucularn  Litvanya'da konumlanmasi). Ormegin rapor Litvanya'daki sunuculann
kullamlmasini daha agik ve masum bir neden olan Litvanya'daki sunucularnn kurulum
agamasinda daha ucuz ve maliyet-etkin olabilecegi ve bu nedenle Litvanya'daki sunuculann
kullamlmasinin ticari gerceklerin iglemesi olarak gérmek verine bunun gizliligi saglama

amaci glittiigiini varsaymaktadir.




SONRAKI DONEMDE TURK VATANDASLARININ GOZALTINA ALINMASINDA VE

TUTUKLANMASINDA BYLOCK UYGULAMASININ ROLT

23.

24.

25.

26.

27.

28.

Agikea goriilityor ki Tiirkiye'deki vetkililer Tiirk devletinee halihazirda FETO/PDY olarak
adlandinlan Giilen Hareketi mensuplarinca kullanildigina inamyorlar. Bu hareket Mayis
2016'da bir teror 6rgiitii olarak tescillendi (ancak bu tescillendirme bir hukuk mahkemesi

tarafindan verilebilecek hiikiim ile ayni sey degildir).

ByLock uygulamasi ile ilgili olarak birgok uzman raporu hazirlandi. Bunlardan biri olan
“ByLock Uygulamasi Teknik Raporu™ Tiirkiye Milli Istihbarat Teskilati’nin yetkisi altinda
hazirfandi ¢ok agik ve bu raporda ulusal giivenlik gerekgesiyle “gizli” addedilen datalan

elde etme mekanizmasina atiflar bulunuyor. Bu raporu okudum.
Bu raporun bir sureti internette bulunmaktadir.

Ayrica ByLock uygulamas: ile ilgili bagka raporlar tarafindan Tiirkiye'de ceza
mahkemelerinde devam eden farkli davalarda Saveilik tarafindan sunulmustur. Zanmmeca bu
raporlar ByLock Uygulamas: Teknik Raporu ile ortiigmektedir ve muhtemelen ana raporun

goriilmekte olan herhangi bir dava ile ilgili boliimlerinden alintilardir.

Bu fikrin dayanag, mahkeme dosyasinda raporla ilgili higbir bilgi bulunmamasina ragmen
ByLock Uygulamas1 Teknik Raporu’ndan dogrudan alintilar ihtiva eden X adh sahsin

mahkumiyet kararinda bulunabilir,

Tam burada Bylock Teknik Raporu tarafindan kabul ve teyit edilen bazi hususlarin alting
¢izmek gerekir. Bunlardan ilki Bylock uygulamasinin Mart 2016'da kaldirlmis olmasidir. O
andan itibaren hi¢ kimse uygulamay: kullanamazdi. Bu husus, Bylock Uygulamasi Teknik
Raporu paragraf 2.1'de “2014 yilinin baslarinda [halkin] kullanimma sunulan ve 2016
yihmn ilk aylanna kadar gesitli versiyonlarla kullanimda tutulan Bylock" ve paragraf
3.5.4’te “sunucu ve IP adreslerinin 6demelerinin 2016 yili Subat ayina kadar PaySera 6deme

sistemi vasitasiyla yapildign gériilmiistiir” ifadeleriyle teyit edi

kalinan husus gu ki, Mart 2016 ortalarindan itibaren hi¢ ki
Litvanya'da bulunan sunucularin ve IP adreslerinin 6de

kullanilmaya devam etmesi igin gerekii Gdemeleri yapmayi




29.

30,

31.

32.

33.

Buna gore, basansiz darbe tarihinde uygulama zaten dért aylardir kullanilamaz durumdayd.
Dahasi, uygulamamn Temmuz 2016 darbesi esnasinda darbeye karisanlarca fiilen
kuilanildigi higbir zaman ileri siiriilmedi. Bu 6nemli ¢unkil Bylock’un kullanimda oldugu
bitin bir dénem boyunca diinyanin herhangi bir yerinde herhangi bir kimse tarafindan
indirilebilecek durumdaydi. Uygulamanin kullanumi ve Giilen Hareketini desteklemek

uygulamann indirilebilir oldugu dénemde Tiirkiye'de hukuka aykirr degildi.

Bu rahatsiz edici gergekler paragraf 4.9'da “Degerlendirme ve Sonug¢™ baghp altnda
“yukaridaki hususlarin hepsi degerlendirildiginde anilan uygulamamn global bir uygulama
kisvesi altinda FETO/PDY mensuplarinin kullanimina sunuldugu anlagilmigtir” beyanin

ihtiva eden Bylock Uygulamasi Teknik Raporu'ndaki ciiretkar ithamlarla hi¢ de uyumlu

degildir.

Raporun 3.1. paragrafinda agik¢a belirtildigi gibi raporu olusturmak lizere bu istihbarati
toplama mekanizmas1 'devletin teknik istihbarat faaliyetierine iliskin imkan ve
kabiliyetlerinin agiga ¢ikarilmamas: ve kargt istihbarat maksadiyla" rapora dahil

edilmediginden maalesef bu beyanlarin dogrulugunu saglama imkani kesinlikle yoktur.

Paragraf 4.9'da belitlenen sasirtict sonug, basit bir okumayla raporun daha 6nceki béliimleri
ile uyumsuz goriniiyor. Ornegin raporun 3.3, paragrafinda “15 Temmuz 2016 tarihi
oncesinde Bylock uygulamasina iliskin paylasgimlarda bulunan kullanicilanin biiyiik
gogunlugunun FETO/PDY *ye destek veren igerik paylagtminda bulundugu gézlemlenmistir”
denmektedir. Bunun sunu gdsterdigi varsayilabilir: Byilock hakkinda paylasimda bulunan az
sayidaki kullamcr FETO/PDY'yi destekleyen higbir paylasimda bulunmammstir. Bunun
raporun daha sonraki boliimlerinde yer alan uygulamanin sadece teror orgiitii iiyelerince

kullamldig iddias: ile nasi] 6rtiistiigii ise bir muammadir.

Raporun 3.3. paragrafinda da kabul edildigi gibi Bylock uygulamasimin gegmiste Google

Play ve Apple App Store'da mevcut oldugu ve bdylece herkesge i l' 'y, Qldugu agiktir.
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Sagduyu ve mantik icabi herhangi bir somut olayda Bylock'
olasiig1 g6zardi edilemez ve eger terér Srgiitleri listesine d
Gililen Hareketi'me iyelik baska delillerce ispat edll?ice}d

kullamlmis olmas: higbir zaman sucu ispat edemez. W Acereditg
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35.

36.

37.

38.

Giilen Hareketi'ne iiyeligi kanmitlama yetisine sahip bagimsiz deliller olmadigr miiddetce,
2016 yilimin Mart ayimin ortasindan once bir kisinin Bylock uygulamasini kullanmisg

ve/veya indirmis olmasi onun Mayis 2016'dan sonraki hareket ityeligine kanit teskil etmez.

Her haliikarda Giilen sempatizanlari Giilen Hareketi terdr 6rgitii ilan edildikten sonraki
donem zarfinda hareketin {yesi olmamis ve onu desteklememis olabilirler. Su akilda
tutulmalidir ki ancak Mayis 2016'dan sonra devam eden tiyelik ve destek terér oOrgiitii olarak

tescil edilen bir hareketi desteklemek olarak addedilebilir.

Ayrica raporun 3.3. paragrafinda uygulamanin kullamminin sadece Tirkiye'ye miinhasir
olmadig1 ve uygulamamin “Fransa, Birlesik Krallik ve ABD” dahil baska iilkelerde de
kullanldig: kabul edilmistir. Bu rahatsiz edici gergegin iistesinden “Tiirkive digindaki
tilkelerden yapilan aramalarin da orgiitiin yabanci iilkelerdeki mensuplari tarafindan veya
Tiirk kullamcilar tarafindan VPN baglannist ile gerceklestivildigi degerlendirilmistir” iddias)
ile gelinmigtir. Bu beyan analiz etmeye deger bir beyandir, dne stiriilen goriisil desteklecek
herhangi bir kamta sahip olundugu iddia edilmemektedir. Bu iddianin éneminin alt: ne kadar
¢cizilse azdir, eger uygulamanin baz kullanicilanmn iddia olunan terdr Orgiitiine
baglantilarinin tespit edilemedigi mecburen kabul edilseydi, bu takdirde uygulamanin

kullanim gozalt1 ve tutuklama igin saglam bir dayanak teskil edebilirdi.

‘Bylock App Report within the Scope of Allegations" [iddialar Kapsaminda Bylock
Uygulamas1 Raporu) birtakim giiglii tezler éne siiriiyor. "Who used Bylock?" {Bylock'u
kimler kulland1?] baghikli paragrafta Bylock'un “Gegmiste GooglePlay ve Apple Store'da yer
almis ve hala daha bazi web sayfalarindan indivebilen agik kaynakli bir uygulama oldugu”
gozlemini yapiyor. Uygulama artik ne GooglePlay'de ne de Apple Store'da mevecut ancak
genel olarak uyguimalarm ve dijital sektdriin incelenmesi, uygulamanin Nisan 2014'ten

Eyliil 2014%¢ kadar Apple Store'da ve Nisan 2014'ten Nisan 2016'ya kadar Google Play'de

yer aldigin ortaya koyuyor.

AppAnnie Raporuna gére Bylock uygulamasi 12 iilkede ilk 100 ve 47 iilkede ilk 500

tiyeleri oldugu iddiasim ¢iirtitmiis gériiniiyor.




BYLOCK UYGULAMASININ KANIT DEGERININ ANALIZI

39. Inceledigim belgelere gore, Bylock uygulamasimn Giilen Hareketi'nin i¢inde yer alan baz
kisilerce kullamlmis oldugu iddiast kabul etmek zorunda oldugum bir ¢ikarsama gibi
goriniiyor. Her ne kadar muhtemelen Tiirkiye'de mahkemelerin kullanmas: i¢in hazirlanan
Bylock Uygulamas: Raporu, ¢ikarsamalarina ulasma mekanizmasin: agiklamasa da ben en
azindan hareketin baz1 mensuplannin uygulamay: kullandiklanim esas alarak devam
edecegim. Bu gikarimimy hareket iginde yer alan baz kisilerin uygulamay1 “érgiit ici

iletigim” igin kullandiklarin: itiraf ettiklerine dair iddialar da dahil olmak iizere bittiniiyle

rapora dayandiriyorum.

40. Ancak uygulamanmin miinhasiran Giilen Hareketi destekgileri tarafindan kullamldigina iligkin
delilleri kesinlikle inandiriciliktan uzak ve desteksiz buluyorum. Ashnda kanaatimee makul
bir kiginin uygulamanin sadece FETO/PDY tiyelerince kullamldif1 sonucunu gikarabilecegi
hi¢bir delil yokken onun yaygm bir sekilde ulagilabilir oldugunu ve bazilar Tirkiye ile
higbir baglantis1 bulunmayan birgok farkli iilkede kullamldigimi gésteren ve ¢ogu higbir

itirazla kargifanmams pekcok delil meveut.

41. Bu fikre ulasirken su vakialara dayaniyorum; uygulama herkese actkti, bir¢ok kisiye cekici
gelecek ozellikleri vardi ve birgok iilkede kullamidi. Eger Bylock Uygulamas: Teknik
Raporu'ndaki ¢ikarim dogru olsaydi bu FETO/PDY iiyelerinin Tiirkiye disinda birgok
tilkede de var olduklari anlamma gelecekti. Uygulama biitiin diinyada indirilmigti ve 41
farkl: dilkede ilk 500'de yer alan bir uygulamayd:. Biitiin bu kullanicilarin Giilen Hareketi

tyesi oldugunu iddia etmek giiliingtiir,

42. Buna gore, eger Bylock uygulamasinm Giilen Hareketi tiyeleri ve destekgilerinin miinhasir
alam oldugu makul bir sekilde ileri siirilemiyorsa ve baskaca zorlayic1 delil yoksa

uygulamay: kullanmis olan kisilerin tutuklanmasimi ve/veya gi)'zaltma alinmasim hakh

gosterecek hicbir neden yoktur.

YARGH.AMA TUTANAKLARININ INCELENMESI

43. X adh sahsin davasimin yargilama tutanaklarinin terctimesini dikkatli

44. Tirk Ceza Kanunu'nun 314/2 maddesine muhalefet ve teror orgiitii tivesi olmakla suclaniyordu.




43.

46.

47.

48.

49,

50.

3717 sayih Kanun'un 3. maddesi hiikmiince bu sug tedr ile ilintili bir su¢ ve buna bagh olarak

hiikmedilen hapis cezasi arttirtlds.

Mahkeme kararinda “Biitiin bu hususlar birlikte degerlendirildiginde amlan uygulamann
global bir uygulama kisvesi altinda FETO/PDY mensuplarmm  kullamming sunuldugu
anlagilmistir” demistir. Bu daha 6nce burada irdelendigi iizere Bylock Uygulamas: Teknik
Raporu’ndan birebir ahntidir ve dayanaktan yoksun oldugu ortaya konulmus bir ¢ikanimdir.
Bunun birebir alint1 olmas: ya bir sebepten dolay: dava dosyasina girmemis bu raporun zaten
mahkemenin elinde oldugu ya da mahkeme tutanaklarinda bahsi gegen ancak benim elimde

olmayan bagka raporlarin bu rapordan kes-yapistir yontemiyle elde edildikleri anlamina gelir.

Birlesik Krallik'taki Court of Appeal'in [Temyiz Mahkemesi] muadili olan Yargitay'in baska bir
tutuklunun davasinda MIT Raporu'na dayamldigim teyit etti gi hususu bilgime sunuldu ( Yargitay
16. Ceza Dairesi Karar No: 2017/3 “Mahkemeler teknik konularda bilgi sahibi olmak icin kamu
kurumlarindan bilgi isteyebilir. Nitekim yargilama asamasinda Dairemiz de Bylock sistemiyle
ilgili olarak MIT ten bilgi istemistir™.)

X'in davasinda mahkeme sam@in Bylock uygulamasim kullandigi kanisina varirken, ki bu husus
sam@in mudafli tarafindan reddedilmigtir, hakli oldugunu varsaysak bile bundan samigin terdr
orgiitli Gyesi oldufu sonucuna varmak imkansizdir. Mantiken birinden digerine ulasilamaz.
Ayrica, kullamm Mart 2016 ortasindan daha onceki bir tarihte gercekiesmis olmalidir zira

sunucu o tarihte kullanim disi kalmisti. O dénemde uygulamamn kullansmm da Giilen

Hareketini desteklemek de yasaldt.

yetersizdir.

Bank Asya Tirkiye'de diizenlemeye tabi bir bankayd, tilkedeki en biiyiik Islami bankayd: ve
iilke ¢apinda herkese agik subelere sahipti. 2014 yilina kadar bankamin mudileri arasmda kamu
sirketleri ve kurumlan da yer aliyordu. Banka Subat 2015'e Tiirkiye Tasarruf Mevduat Sigorta
Fonu (Tiirkiye’deki diizenleyici kurum) tarafindan devralindi. Nihayetinde banka Temmuz 2016

tarihinde kapatildi ve bankanin subelerinde islem yapmak her zaman tamamen vasald.
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55.

HUKUKI DURUM

Bankann Fethullah Giilen ile baglantili oldugu agik gibi, ancak bankanin her miisterisinin
Giilen Hareketi mensubu oldugu sdylenemez. Banka Tiirkiye'nin énde gelen bir bankasiydi ve
mevduat toplami 2013'te 28.4 ve 2014'te 13.2 milyar USD idi. Bir kismi1 tarihsel olarak deviete
ait birgok ¢nemli sirket bankanin hizmetlerini net olarak kullandi. Bankada hesap sahibi

olmamin terdr 6rgiitii liyeligine delil oldugunun iddia edilmesi sagmadir.

Aym sekilde, sanifin bir 6frenci evinde kalmis olmasi o evi isletenlerle aym goriisleri
paylagtigina delil olarak dayamilmas agik¢a giiliingtiir, Amerika Birlesik Devletleri'nin simdiki
bagkan: Donald Trump ailesi vasitasiyla bir ¢ok otelin sahibidir, onlarda kalan herhangi birinin

onun siyasal goriislerini paylagtfim iddia etmek aym derecede absiird olacaktir.

Incelendiginde, X'in bir terdr Orglitiiniin tiyesi oldugu sonucuna varmay: hakh gosterecek higbir
delil olmadigr goriiliiyor. Bylock uygulamasimn miinhasiran bir terdr Orgiitliniin kullanimina

yonelik oldugu Gnermesinin yanlis oldugu bir kere ortaya konulunca, mahkumiyet kararinin

biitiin gerekgeleri ¢okiiyor.

Kararda bahsi gegen kanitlar esas alinarak deliller hakkanivetli bir sekilde degerlendirildiginde
sugu kanitlayan hicbir defilin var olmadigi acik oldugundan X hatali ve haksiz bir sekilde

hiikiim giymistir.

En endige verici olan ise, medyada yer alanlar esasinda birgok sivil toplum Orgiitiiniin, insan
haklari kurulugunun, Ingiltere ve ABD Disisleri bakanliklarinin raporladiklar esas alindifinda
bu tiir delillerin sadece bu davada degil baska birgok benzer davada kulianiimig olmasidir. Bu,
basarisiz darbeden sonra binlerce kisinin tutuklanmasinn ve hapsedilmesinin hukuka uygunlugu

anlaminda énemli soru igaretleri olusturmaktadar.

57.

L

koruma yiikiimlaliigii altindadir ve bunu yapmadipi takdirde Avrupa Insan Haklan

Mahkemesi'nde (AIHM) dava edilebilir.

Bir vatandagim sozlesmeye dayall haklarindan mahrum birakmak, devietin herkesin sahip

oldugu bu temel haklar: vatandagina saglamakta ciddi sl¢iide yetersizligi anlamina gelir.




58. Baganisiz darbeden sonra Tiirkiye, Madde 15'te izin verildigi iizere Konvansiyona derogasyon
resmi ihbar verdi. Basansiz darbenin hemen akabinde bdyle bir derogasyonun haklilig1
savunulabilse bile, sdzkonusu derogasyonlar simirsiz degildir ve ATHM olaganiistii hal siiresince
ve derogasyon sona erdikten sonra alinan dnlemlerin Konvansiyon ile uyum icinde olup

olmadigin belirlemede nihai kurum olarak kalmaya devam eder.

59. Derogasyon yapilmig olmasi devlete vatandaglarinin insan haklarin ihlal etmesi i¢in sinirsiz ve
kontrol edilmeyen bir yetki vermez. Vatandagin konvansiyona dayali haklarimin devlet
tarafindan ihlali orantih olmahdir ve AIHM derogasyon igin izin vermis olsa bile Tiirkiye
tarafindan alinan 6nlemlerin vatandagin konvansiyona dayalt haklarmin ihlaline kadar varp
varmadifini gdzlemleyecektir ve bunu zaten yapmistir da. Aksoy karsisinda Tiirkiye davasinda
(karar tarihi 18 Arahk 2016) iilkede o tarihteki sartlar dahilinde 14 giin i¢inde mahkemeye

¢1karilmadan gézaltinda tutulmanin gerekli bir 6nlem olmadigina karar verildi.

60. Tiirkiye Uluslararas1 Ceza Mahkemesinin taraflarindan degildir ve bu nedenle bu mahkemenin

yetkisinin olup oimadig ile ilgili bir sorun sézkonusu degildir.
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61. Bu nedenle Avrupa Konvansiyonu'na odaklanirsak; konvansiyo
potansiyel olarak etkilendi.

MADDE 5 €4 Tran

62. Konvansiyon'un 5. maddesi 6zgiirlik ve giivenlik haklarin: diizenlemektedir. Konvansiyon bu
hakkin yetkili bir mahkeme tarafindan verilen bir hiikmii miiteakip kisinin hukuka uygun olarak
tutuklanmast ve bir sug isledigi hususunda makul stiphe bulunan sahislarin yetkili yasal merciler

Online ¢ikarmak igin hukuka uygun olarak tutuklanmasi da dahil olmak tizere belli baz

istisnalar kaydiyla garanti altina almaktadir,

63. Bu madde esas olarak keyfi tutuklama ile alakalidir ve kaynagimi Insan Haklan Evrensel
Bildirgesi'nin 3. maddesi (“yasamak, hiirriyet ve kisi emniyeti her ferdin hakkidir”) ve 9.

maddesi (“hickimse keyfi olarak tutuklanamaz, alikonamaz veya siirgiin edilemez”)

maddelerinden alir.

64. Bagarisiz darbeden bu yana tutuklanan insan sayis1 hakkinda kesin bir rakam bulunmamaktadir




ancak 75.000 rakami ¢ogu insan tarafindan makul bir tahmin olarak kabul edilmektedir.
Kanaatimee, tutuklamalarin dayanagi Bylock uygulamasim kullanmak ve Bank Asya ile
¢alismak veya Giilenist baglantilan olduguna inamlan bir egitim kurumunun ogrenci yurdunda
kalmak gibi yapildifa tarihte sug¢ olmayan bir takim eylemler ise, o takdirde bu kadar yiiksek

sayida kiginin tutuklanmasinin hakh gerekgesi olabilecegi diisiintilemez.

65. Bu gekildeki tutuklamalar keyfi ve haksiz olarak tutuklananlarin konvansiyona dayali haklarim
ihlal eder. Cezai kovusturma sebebiyle tutuklama tutuklu kiginin sug isledigine dair olusan
“makul stiphe"ye dayanmiyorsa keyfidir. Bu [makul siiphe] digiik bir esik olmasina ragmen
tutuklamanin Bylock uygulamasimi kullamm: nedeniyle ve belki bunun yaninda, yapildiklan
tarihte sug teskil etmeyen belli bir gazeteyi okuma, belli bir bankayla ¢alisma veya belli bir
6grenci yurdunda kalma kalma gibi Giilenist amaglara sempatj gostergesi olan belli bir takim

eylemler sebebiyle yapiimas: durumunda bu tutuklama kanaatimce keyfidir ve konvansiyonu

ihlal eder,

66. Sunu da soylemek gerekir ki, Bylock Uygulamasi Tenik Raporu'nda “Bylock miinhasiran
FETO/PDY terdr orgiitii mensuplarinin kullanimina  sunulmustur” ¢ikariminin arkasindaki
nedenler ve deliller giivenlik gerekgesiyle agiklanmamustir. Bu dzellikle dnemlidir zira; bu
¢ikarim hem tartismalidir hem de bu alanda uzmanlagmis bagkalarinca da kars1 ¢ikilan bir
¢ikarumdir. O’Hara karsisinda Birlesik Krallik, no. 37555/97, #35 AIHM 2001 — X davasinda
AIHM “terérizm suglaryla miicadele zorunluluklar, “makul olma” nosyonunu Madde 5:1(c) ile

glvence altina alinan koruma mekanizmalarina zarar verilmesi noktasia kadar genigletilemez”

demektedir.

67. Kanaatimce kisilerin Bylock uygulamasini indirdikleri i¢in tut
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68. 6. Madde kisi icin adil yargilamay: garanti eder. Tiirkiye'de vapilan bir yargilama X isimli bir
kisiyi Bylock uygulamasi tetkik eden teknik bir raporu esas alarak mahkum etti, kararda
mahkeme s6zkonusu raporun vardigi sonuca dogrudan anf yaptl: “Bylock miinhasiran

FETO/PDY teror rgiitii mensuplarinin kullammina sunulmustur”.

69. Buna gore herhangi bir sam@in Bylock uygulamasini kulland:g: ortaya ¢ikarsa FETO/PDY tersr

orglitiine tiyelik bagka higbir delile gerek duyulmaksizin kamtlanmus sayiliyor zira iddiaya gore




70.

71.

72.

73.

bu uygulama sadece orgiitin iyelerince kullamhiyor. X'in davasinda [orgiit tiyeligini]
destekleyen deliler olarak Bank Asya hesabr ve Giilen Hareketi ile iliskilendirilen bir Ggrenci
evinde kalms olmak olarak tespit edildigi iddia ediliyor. Bu iki delilin tek baslarina teror orgtith
uyeligine delil teskil edebilmesi miimkiin g6riinmiyor ve Bylock kullantmindan olusan esas ve

nihai delile destek olarak degerlendiriliyor olmalilar.

Samgn “aleyhindeki gahitleri sorgulamas1 ve ya sorgulanms olmast” adil yargilamanin esash bir
prensibidir ve bu husus madde 6.3'te viicut bulmugtur. Yargilamada teknik raporun delil olarak
degerlendirilmesi bu konvansiyon hakkmin apagik ihlalidir. Raporu yazanlarin kimlikieri
belirtilmemis, ifade vermemisler, kim olduklarim kimse bilmiyor, ehliyet ve tecriibeleri
bilinmiyor ve dayanak olarak alinarak hiikiim kurulan ¢ok énemli sonuca nasil ulastiklarina dair
yontemler agtklanmamis. Yazarlarina soru sorma imkan: yok ve ne ¢ogu Tiirkiye ile higbir
baglantis1 olmayan 40'n iizerinde iilkede uygulamanin indirilmis olmasma nasil bir aciklama
getirecekleri talep edilebiliyor ne de Tiirkive digindaki iilkelerde yapilan indirmelerin basarisiz

darbeye karisan terér orgiitii liyelerince yapildigi kanisina varirken hangi delilleri gbz &niine

aldiklar1 sorulabiliyor.

Buna ¢k olarak 6. Madde kanunla kurulmug bagimsiz ve tarafsiz mahkemeyi garanti altina alir,
Genel Kurul'un belirttigine gore “Demokratik bir toplumda mahkemelerin kamuya ve bundan da
onemlisi eger ceza yargilamasi sozkonusu ise samgmn kendisine giiven telkin etmesi esashi onem
arzeder”. Bu hedefi gergeklestirebilmek igin yargic bagimsiz ve tarafsiz olmah ve dava ne
yonde olursa olsun karara baglandiginda ihra¢ tehdidine maruz birakilmamalidir. Mahkeme

[AIHM] yargiglanin nasil atandigina, gorev sirelerinin ne oldu@una, disandan gelebilecek

baskilara kargi sahip olduklan glivencelere ve bagimsiz goriiniip goriin

Elimdeki belgeler 1s1ifiinda 2016 insan Haklari Uygulamalan Ulkel :

Bakanhgi'min 3000 yargi mensubunun basarisiz darbeden sonra ag

Yaklagik 956 yeni yargi¢ atandi. Devletin bu tavri yargi bagimsizligini can evinden vurmustur

ve Madde 6'nin daha da ¢ok ihlal edilmesi goriiniimiindedir.

Daha esash bir soru da bir biitlin olarak yapilan yargilamanin adil olup olmadig ile ilgilidir,
AIHM normalde delillerin gegerliligini veya yerel mahkemelerin delillere ne kadar agirlik

verdigini degerlendirmeyecektir. Ancak Mahkeme, Madde 5'in ihlali olan keyfi bir gdzaltinin




oldugu ve samgn sugunu kamtlayacak higbir delilin olmadigi bir yargilama gibi kendine dzgiin
bir durumla karsi karsiyadir. Bu sartlarda yapilmis bir yargilamanin “adil” oldugu séylenemez
ve mahkeme genel olarak adillik hususunda kanaat sahibi olabilmesi igin vakiaya daha genis bir
perspektiften bakmaya ikna edilebilir. Ancak yine de belki de en kolay yol sahitlere soru sorma

hakkmnin agik ihlali ve yargi bagimsizhgmin bulunmadigy yollar olabilir.

74. Mahkeme'nin probleme yaklasimi nasil olacak olursa olsun, kanaatimee-X4n_yargilamasinda
TER o
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Madde 6'nin agik ihlali sézkonusudur.
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75.7. Madde kisiyi geriye yiriiyen yasamaya kars1 korur. Islendigi

hukukta sug¢ olusturmayan fiiller veya ihmallerden 6tiirlii suglu bulunmaya karsi koruyor.

Konvansiyon’a gore bu hak derogasyona tabi bir hak degil.

76. X'in davasinda Giilen Hareketi yasadigt orgiitler listesine eklenmeden 6nceki dénemde bile bu
harekete liye olundufuna veya destekledifine dair hichir delil yoktu. Giillen Hareketi ile
baglantiys kanmitlamak amaciyla dayamlan tim deliller orgiitiin yasakll orgiitler listesine
eklenmesinden onceye tarihlenmisti. Baska bir sekilde ifade etmek gerekirse, Bylock
uygulamasimn Giilen Hareketi yasakli 6rgiitler listesine eklenmeden énce kullamldign tespit
edilmisti. Harekete iiyelik ve destegin, Hareket yasakh orgiitler listesine eklendikten sonra

devam ettigine dair higbir delil yoktu,

77. Ayrica, destekleyici deliller olan Bank Asya ile ¢alismak ve 6grenci evinde kalmak da hareketin

vasakl: orgiitler listesine eklenmesinden onceye tarihleniyor. Bu eylemler o dénemde yasadisi

degildi.

78. Yani, X'in mahkumiyeti tamamiyla Giilen Hareketi'nin terér orgiitleri listesine eklenmesinden
tnce gergeklesen eylemiere dayanmaktadir. Bu agikga Madde 7'nin ihlalidir. En iyi ihtimalde
bile, kararda belirtilen delillerin kamitlayabldigi tek sey X'in Hareket teror orgiitii listesine
ahnmadan 6nce Bylock uygulamasim indirdigi ve kullandigi, Bank Asya ile ¢alistizi ve belli bir
konutta kaldigidir. Biitiin bu eylemler o bunlan yaptiginda tamamen hukuka uygundu ve ayrica

o zaman Giilen Hareketi'ne fiyelik ve destek yasaldi.




79. Bu sartlar alunda, bu delillere gore terér orgiitiine tyelikten mahkumiyet kurmak geriye

yuriiyecek sekilde sug tiretmektir ve Madde 7'nin agik ihlalidir.

80. Genel bir prensip olarak AIHM normalde milli hukukun ulusal mahkemelerce yorumlanmasi
konusuna girmeyecektir ancak bunun bir istisnas1 muhtemel 7. Madde ihlalleridir. 7. Madde'nin
degerlendirildigi bir olayda Genel Kurul, mahkumiyet igin 7. Maddeye uygun olmayan ve

onunla eszamanli bir hukuki dayanagm var olup olmadigini inceleyecektir.
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tutuklamalar ile insanlarin 5. Madde ile korunan haklar: ihlal edilmls arin da

yargilamalar X'in yargilamasi gibi yapildiysa o takdirde 6. ve 7. maddeler de ihlal edilmisgtir.

83. Konvansiyon’un 34. maddesine gére AIHM konvansiyona dayali haklarindan birinin ihlalinden
otiirli magdur oldugunu iddia eden her kigi, sivil toplum kurulusu veya bireylerden olusan bir

topluluktan bagvuru alabilir. Bu somut olayda kesinlikle bagvuru yapilabilir.

84. Bagka ihlallerin de meydana gelmis olmasi muhtemel ancak baskaca delil yoklugunda bunun
hakkinda bir sonuca ulagmam miimkiin degil. Iskence ile ilgili iddiatar ortaya atiich ki eger bu
iddialar dogruysa bu 3. maddenin ihlali anlamina gelir. Ote yandan Giilen Hareketi'nin amag ve
hedeflerinin tartisilmasina izin vermemek de 9. maddenin ihlali anlamma gelir, ancak bununla

ilgili bir kaniya varabilmek i¢in elimde yeterli belge yok.

83. Elimdek: belgelere gore basansiz darbeden sonra tutuklananlardan bazilarinin igkenceye maruz
kaldiklanna dair saglam kanitlar mevcut. Bu Uluslararast Af Orgiitii ve bagka cok sayida insan
haklart orgltlintin gériigii. Ne yazik ki deliller iskenceden kimin sorumlu oldugunu, kimin
yetkilendirdigini ve kimin onayladifini agiga ¢ikarmiyor. Bu yonde bir delil olmadan herhangi
bir sahsi adalet 6niine gikartmak miimkin degil. Bu sahislarin kimlikleri saptanabilirse o
takdirde bu fiiller Criminal Justice Act 1988’in [Ceza Yargilamas: Kanunu 1988] 135 ve 136
maddeleri uyarinca bu iilke mahkemelerinin yargilama yetkisini haiz olacaklari uluslararas: sug

teskil edecektir. Dava agilabilmesi igin éncelikle Bassaveinmn onayi gerekecektir.




86. Buna gore, efer iskenceyi ortaya koyacak deliller ortaya ¢ikarsa bu delillerin sorumlu olarak

saptadif kigiler Bagsaver'nin onay vermesi sartiyla bu iilkede yargi huzuruna ¢ikanlabilirler,

William Clegg QC
Simon Baker

25 Temmuz 2017




EK BIR - THOMAS MOORE'UN ADLI RAPORU

ITerciime Edilmemis Metin Var]

2. GIRIS

2.1 Yazar Hakkinda
Ben Thomas Kevin Moore. Uzmanhk alamm adli bilgisayarcihk ve de 6zellikle bilgisayar
sistemlerinden bilgt kurtariimasi ve bu bilgilerin analizi.
Yaklagik 15 yildir adli bilgisayarcihk uzmanmiyim. Birlesik Krallik ve Avrupa hukuk biirolarinin
yetkilendirmesiyle uzman tanik olarak hareket ettim. Bilgisayar sistemlerinden ve belleklerden data
kurtardim; ve elektronik deliller ile bunlarin basih suretlerini inceleme hususunda tecriibe
sahibiyim. Birlesik Kralhik'ta ve baska iilkelerde gorilen davalarda mahkemelere delil ve bilirkisi
goriisli sundum. Dijital delillerin yonetilmesi alaninda talimatnameler hazirladim ve egitim verdim.
Hem Bilirkist Tamk Enstitisii'ntin (Expert Witness Institute) hem de Britanya Bilgisayar
Dernegi’nin (British Computer Society) profesyonel fiyesiyim. Bilirkisi raporu sunma vetkimi
gosteren unvanlarimin ve deneyimimin detayvlart I’k A'da bulunmaktadir.

2.2. Meselenin Ozet Arkaplan
Mesele 15 Temmuz 2016'da gergeklesen bir darbe girisimini miiteakip tutuklanan bir grup insan
tlgilendiriyor. Bu kisilerin Bylock mesajlasma uygulamasi ile gonderilen ve alman mesajlan
isleyen sunucudan elde edilen iletisim kayitlari vasitasiyla tespit edildigini anbyorum. Bu
mesajlarin ¢ikarilmasinin ve sonrasinda kigilerin kimlik tespitinin Tirkiye ulusal istihbarat Srgiitii
olan MIT (Milli Istihbarat Teskilat) tarafindan gergeklestirildigini anliyorum. Ayrica MIT vetkilileri
BylLock Uygulamast Teknik Raporu (‘MIT Raporu’) adryla bir rapor hazirladilar.
Ben bu raporu incelemek ve orada yer alan Bylock uygulamasimin teknik islevisi ile ilgili iddialan
ve uygulamayr ve mesajlagma hizmetini saglayan sunucudan kullamicr bilgilerinin alinmasi ve
kuHlanicilarm kimliklerinin tespit edilmesi ile ilgili miitalaa sunmak tizere yetkilendirildim.

Thomas Kevin Moore un Raporu

Uzmanhk Alant Adli Dijital Islemler




2.3 Teknik Terimler ve Aciklamalar
Feknik terimleri kalm harfler ile belirttim. Hk defa kullanildiginda ileili terimin tanumim yaptim ve

Ek B'de yeralan sozliige ekledim.

3. Ele Alimacak Konular ve Yetkilendirme Beyam
1509061 & 15 ;=
3.1 Yetkilendirme \O C 17100 ;
:;&3&\ Atcregitad :,'GQ
Bu mesele ile ilgili olarak 2 Bedford Row, Londra WCIR 4BU adresinde {fgi}yet ‘g,osteru{ aydkat
William Clegg QC tarafindan yetkilendirildim, 22 Haziran 2017 tarihinde yctk' th¥dt” Bvlock
Uygulamast Teknik Raporu baglikh raporun Ingilizce terciimesini incelemem ve asagidaki
hususlarda goriis bildirmem igin vetkilendirildim.
¢ Bylock uygulamasmim teknik degerlendirilmesinin tutarlih:, isletim yontemi ve isletildigi

server-side bilgisayar sistemi

3.2 Amac
Bu raporu uzmanhk alamima giren konularda Mahkeme've objektif ve tarafsiz giriis sunarak
bagimsiz yardim saglamak amaciyla hazirladim.
3.3 Sorular
Raporda su konulan ele alacagim;
¢ Bylock Uygulamasi Teknik Raporu'ndaki teknik goriislere dogru ve hatasiz goriisler olarak

ne oranda dayamlabilir?

4. Olgular Hakkindaki Arastirmalarnm
- Byl.ock Uygulamast Teknik Raporu'nun profesyonel tasdikli oldugu belirtilen ingilizce terciimesi
tarafima saglandi. Olgulara doniik aragtirmam buna ve uygun olan yerlerde kendi test ve

arastirmalarimdan elde ettgim destekeyici olgusal bilgilere dayamyor,

4.1 Varsayilan Olgular
Benden herhangi bir baska olguyu dnce kendi incelemelerimle tatmin edici bir sekilde tasdik
etmeksizin kabul etmem istenmedi. Bu incelemelerin ne oldugunu asagida kisim 4.2 ve 4.4'%

agikladim.




4.2 Olgularin Sorusturulmasy/Arastiniimasi
Bana saglanan belgeleri esas alarak kisim 3.3'te belirtilen sorunlar baglaminda birtakim arastirmalar

gergeklestirdim. Bu arastirmanin detaylar kisim 4.6'da sunulmustur,

4.3 Belgeler

Bu raporu ortaya koyarken hem beni vetkilendiren avukattan hem de bask Jardan elde

ettigim belgeleri kullandum. Kaynak belgelerin tam listesi Fk C'dedir.

4.4 Miilakat ve inceleme

Bu hususla ilgili olarak kisim 4.6'da agiklananlar harig olmak tizere he®ng nayl
AN
gerekli gormedim. f’@é; el
= Frans

4.5 Arastirma

Kisim 4.6'da agiklanan durum hari¢ bu hususla ilgili bir arstirma yapmayi gerekli p6rmedim.

4.6 Olgiim, Test ve Deneyler
Miitalaam, bana saflanan belgesel kanitlarm gdzden gegirilmesine dayanmaktadir. Bu hususla ilgili

olarak herhangi bir §l¢iim, test veya deney yapmay1 gerekli gérmedin.

S. Miitalaa
5.1 Soru 1

Bylock Uygulamast Teknik Ruporu'ndaki teknik goriislere dogru ve hatasiz goriisler olarak hangi
olciide dayamlabilir?

ByLock kullamcitarmin kendi aralarinda kisisel olarak iletisim kurmalarint saglayan ve bunu
sifreleme yoluyla yapan bir akilh telefon uygulamasiydi. Bu uygulama Android isletim sistemi ile
calisan telefonlarda kullaniimak iizere Google Play'den. 10S isletim sistemi ile ¢alisan telefonlarda
kutlamlmak tizere ise Apple Store'dan indirilebiliyordu. Her ne kadar uygulama simdi bu iki siteden
kaldirbmis olsa da resmi olmayan versivonlar: hala dictineti tarat internet sitelerinde meveut, ancak
bu versiyonlann kurulumu o kadar basit degil ve daha ivi derecede teknik tecribe gerektiriyor,
ByLock uygulamasi, Telegram, Whatsapp. Silent Circle gibi diger gpiivenli iletisim uygulamalarma
benzer bigimde galigmak Gzere tasarlannugt. Uygulama, kullamicilara 6zellikle sunlar saghyordu. ..

e mternet protokolu (VOIP) tlizerinden giiventi sesli arama




o Dbelh bir siireden sonra kendi kendini imha ctmek Uzere vapilandinlabilecek sekilde sifreli
anlik mesaj génderme ve alma

e resum, belge ve video degistokusu yapma.
Bylock bir istemci/sunucu mimarisine sahipti ve i¢erik kullanicilar arasmda merkezi bir sunucu
vasitasiyla islenivordu. Uygulama indirilip kuruldugunda her bir veni kullaniciva atanan §zel
glivenlik anahtarlan diizenegiyle gizlilik saglamyordu. Uygulama ile ilgili ¢ok az sayida resmi
belge meveut ancak goriinen o ki Byl.ock sunucusuna parola kullamlarak génderilen 6zel giivenlik
anahtarlary orada agik ve sifrelenmemis bir metin olarak saklamyordu. Bunun sonucu olarak eger
sunucu glivenlidi bir sekilde delinirse orada saklt bulunan mesajlasma trafigi ve kullamei bilgilen
korumasiz kalacak ve muhtemelen de sifreleri ¢oziimlenebilecekti. Ayrica sunucu tek hata noktasi
teskil etmekteydi ve sunucunun isleyisinde meydana gelebilecek herhangi bir hata BylLock'un

mesajlasma servisini durdurabilecekti.

BvlL.ock'un Google Play Store ve Apple iTunes Store'dan temin edilebilir olmasi

MIT Raporu'nun 2.3. paragrafinda séyle denmektedir

Uygulamanmin Android igletim sistemi tizerinde ¢alisan '] serisi' ve 2 serisi' olarak adlandirilabilecek
iki temel stirlimti bulunmaktadir. 2 Serisi ayn) zamanda Byl.ocl++ olarak da adlandirilmis olup,
Google Play'da farkl bir sayfadan yeni bir uygulama gibi sunulmustur.

I serisi versiyonlarm en sonuncusu olan “ByLock [.1.7"nin 2014 yilmin Arahk ayinda
giincellendigi anlasilmaktadir, Daha sonraki stiregte ByLock++ (2 serisi) pivasaya siiriilmiis,
uygulama Google Play'den tamamen kaldiriana kadar bu stirdm kullamma sunulmaya devam
edilmigtir. Versiyonlarin yaklagik tarihlerini gdsteren ekran goriintiist Ek-1'de, uygulamanin Google
Play'den yaklagik indirilme sayilarina iliskin ekran gorintiisti Ek-2'de sunulmustur.”

ByLock, Google Play Store ile Apple Itunes Store'da genel indirime agikt. Google Play Storedaki

uygulama tarthinin incelenmesi agagidaki olay zaman ¢izelgesini ortaya kovmﬁhf }

Tarih (Gerive dogru kronolojik siravla) ’%:’
3 Nisan 2016 Uygulama yayindan kaldirtld

19 Ocak 2015 100.000+ yiikleme ile kilometre tas:

27 Arahik 2014 Stiriim 1.1.7'ye glincelleme (kayith son giinceller

7 Eyliil 2014 Stirdm 1.1.6'ya giincelleme

PEviit 2014 Siriim 1.1.5' giincelleme

28 Agustos 2014 Suram 1. F.4'% glincelleme

24 Agustos 2014 50.000+ yikleme ile kilometre tas

15 Temmuz 2014 Strtim 1.1.3' giincelleme

"Hups:Awwwappbrain.comyapp bylock® 2 A-secure-chat-talk net.client by lock sayfasina bakiniz.




29 Haziran 2014 Katagori Haber ve Dergilerden Hetisim'e kaydirild

29 Haziran 2014 Stirtim 1.1.2'ye glincelleme

I Haziran 2014 10.000+ yiikleme ile kilometre tast
28 Mayis 2014 Strim 1.1.1'e giincelleme

20 Mavis 2014 5.000+ ile kilometre tas)

20 Mayis 2014 Surim 1.0.8% giincelleme

16 Mayis 2014 Strtim 1.0.7'e giincelleme

12 Mayis 2014 Sarim 1.0.5'e giincelleme

4 Mayis 2014 1000+ yikleme ile kilometre tas:
30 Nisan 2014 Strtim 1.0.1'e glincelleme

24 Nisan 2014 100+ yikleme tle kilometre tast
22 Nisan 2014 50+ yiikleme ile kilometre tast

11 Nisan 2014 Yeni uygulama

Benzer bir detayh zaman ¢izelgest Apple iTunes Store i¢in halen meveut degil. Ancak ByLock'un
iTunes Store’ Tirkiye pivasasindaki popiilerlik sirasiyla ilgih olarak gegmise doniik biigilere
ulagmak mumkiin. Siralama verileri, bir uygulamanmn islevine gére avnstiilmus bir alt-setteki
meveut uygulamalar biitiing ve diger uygulamalarla karsilagtinldiginda géreceli popiilerligini
gostermektedir. ByLock ile ilgili olarak gegmise ait veriler, uygulamanmn ilk defa 28 Nisan 2014 ve
son olarak 7 Eylil 2014 tarihlerinde sialandigit gosteriyor. (Amerika Birlesik Devleteri
piyasasindaki) iTunes Store'dan alinan tarihsel siralama verileri, ilk siralamayi alti gtin 6ncesine 22
Nisan 2014 tarihine alarak ufak bir degisiklik gdstermektedir. Ayrica, diger bélgesel pivasalar’ icin
de 1Tunes Store gegmis siralama verileri meveuttur. Bu veriler Bylock mesajlasma uygulamasmin
63 farkl tilkede “Sosyal Ag™ katagorisi altinda siralandifini ve bu iilkelerin 60'inda benzer 1000
uygulama iginde yer almayt basardigim gosteriyor.

BvLock uveulamasinin tamtin

MIT Raporu'nun 2.4. paragrafinda Bylock gelistiricisinin veni kullanict sayistnt simrlandirma
saikiyle uygulamanmin  reklam  ve promosyonunu yapmaktan imtina ettigini Sne  siirtiyor
goriinmektedir. 15 Kasim 20147 tarihinde vaymlanan ve Bylock gelistiricisi tarafindan vazilip
internete koyulmus gibi goriinen bir blog yavininda bu iddiay: destekleyen bazi kanitlar ver
almaktadir. ..

“Omncelikle vogun ileinize vercekien miitesekkirim, ByLock'un yvakiasitk I milvon kavill kullanicis
o . A & (r ] . " ¥ R o~

2 https: i/ waw, appannie.conyappsiosiapp bylock/rank-history2vivpe=dav&countries=US. TR & start dale=2014 -(4-
13&end date=2014-09-07& view=rank&legends=22%7C02 sayfasina basvurunuz
Fhupswwwappannie.conyapps/ios‘app/bylock/app-rank ine/2tvpe=hest-ranks& date=2414-09-07 sayfasma

basvurunuz
* ltps:ibylockapp.awordpress.com sayfasina basvurunuz




var ki hu benim heklentilerimin dresinde. Bu kadar ¢ok kullanicnt idare etmek ¢ok zor ve sayilar
giinbeglin artiyor. Bunu yavaslatmak igcin birkae hafia dnce wuygulamame AppStore'dun kaldirding,
ok faydast oldu ama o kader da ¢ok degil

Buradaki beyan gelistiricinin yeni ByLock kullanictlanimin kaydolmasimt simirlandirma amact
glittiipti iddiasum desteklememekitedir. Ancak MIT Raporu'ndaki iddianin aksine. kanaatimee bu
girdide kulanilan dil. bunun kimliik gizhiligini saglamaya vonelik nedenlerden degil, gelistiricinin
teknik altyapismm ongériitemeyen hacimde kullaniciyt idare edecek durumda olamamasi e ilgili
nedenlerden dolayr gergeklestigini ifade ediyor. Gergekien de hizli biyiimenin uygulamanin
performansint etkileyecefine dair bir kamit yok. MIT Raporuma gére BylLock uygulamasi,
mesaplanin islenmesi ve dagitimn igin istemci/sunucy modelini dayanak abmaktadir. ByLock
kullanicist tarafindan gonderilen her mesaj etkin bir sekilde bir sunucuya yiklenivor ve
gonderilmek istenen alictya dagitima hazir hale getiriliyor. Bu islemin bir parcast olarak mesafin
kendisi bagkaca farkh iistverilerle birlikte sunucudaki bir seri veritabant tablosunda saklamyor. Yine
MIT Raporu'na gére Bylock sunucusu ele gegirildiginde 17 milyondan fazla mesajin ve 215.092
kayith kullanieinin kayilarim igeriyordu. Boyle bir faalivetin ByLock sunucusuna nasil bir yiik
olusturdugu ile ilgili herhangi bir analiz yapilmanus goriiniivor fakat gayet muhtemelen sunucu
tislemsel kapasitesinin simirlarma yaklasmaktaydi. Boyle bir durimda kanaatimee gelistiricinin
altyapr kapasitesini arttirana kadar veni kullanicilarin kayit yapmasina bir sinirlama getirmesi gayet
makuldiir.

Dahasi, MIT Raporu'ndan ByLock'un ticari bir saikle kullamima sunulmadii ve gelistiricinin
referanslarm tespitinin mimkiin olmadigim anliyorum. Yeni kullamctlanin ByLock uygulamasim
indirme  ve kaydolma mekanizmasi hakkinda vyapilan agiklama herhangi bir 6demenin
gerekmedigini ileri siirityor ve uygulamanin higbir reklam icermedigi de agikca belirtiliyor. Bu
tespitlere gore ByLock'u gelistiren ve yoneten kisi bunu ticari olmayan bir amagla vapmis gibi
goriinliyor. Benim tecriibelerime gore bu tiir projelerin beklenenden daha ¢abuk bir sekilde pivasa
biiytimesini yakalamas: ve bunun sonucu olarak da kisa stirede baslangi¢ altyapisina fazla gelmesi

goriilmemis birsey degildir. llave altyapiy1 destekleyecek bir gelirin yoklugunda en elverigli segenek

Oreditler taratindan kullanim
MIT Raporu'nun 2.4. paragrafinda ~.. Orafitse] ama¢ ve temalr bir kullamm gézlemlenmistir”

denmektedir. Ancak bu sonuca nasil vanldign ve ashinda drgiitsel amag” tle neyin kastedildigi agik




olmaktan uzakur,

Mesgjlasma uygulamalarninin genel olarak sosyal maksatlarla kullamldigim séylemek dogrudur
ancak ticart kuruluslann. sosyal topiuluklarm. hayir kuruluslarmm, suc cetelerinin ve hatta terdr
orgiitlermin bunlar misterilerivie. tiyeleriyle ve ortaklariyla iletisim i¢in kullanmalan da gittik¢e
daha sik goriilen bir husus, Gergekten de. Telegram mesajlasma uygulamasiun 1SID tarafindan
vaygin bir sekilde kullanifdi@y dile getirilmektedir®. Bu nedenle kanaatimce ByLock'un sahistar
oldugu kadar orgiitler tarafindan da kullanilns olmasi sasirtic: olmayacaktr.

ByLock sunucusuna erisim voéntemi

MIT Raporu'nun igeriginden ByLock uygulamasinim mesajlar ve iiye

saklanan icerige ulasilmiy oldufu agik. Uygulamanmn isleyisini kolay]e

IS
olduk¢a ¢ok atif yapilmakta ve goriinen o ki oldukga biiyiik boyutta iy ]\d}ll \c ﬁ}@élu}a%l
Credlfe
sunucudan kurtarilmig. MIT raporuun 3.1 paragrafi bu erisimin ulusa ’1*j}lkuk QGI&L\’CS&@ Tirk
'}{23-

istihbarat kurumlarma verilen yetkiler kullamlarak gergeklestirildigini om\sbﬂﬁﬂa Jygulama

geligtiricisinin bu erigimi saglamada ve Bylock sunucu teknolojisinin analizinde dahli olup elmadig
belirtilmemistir.

Ancak defisik e-postalann ve eklentilerinin kismi olarak MIT Raporunun 3.5.4 paragrafinda
kopyalarinin bulunmasi dikkate deger. Bu hususla en ilintili olarak raporun 14. sayfasinda yer alan
ve Yandex internet posta servisinin ekran goriintiisii olarak kopyalanmis bir e-postadr, E-postanin
ustbilgisine gére bu mesaj dashjohn@yandex.com e-posta adresine gonderilmis.  Ekran
gorintiisliniin sag tst kisesindeki hesap bilgisine gdre bu aym kullanici ekran gértintisii ahndigt
anda internet postast arayiiziine bagh durumda. Bu, ckran gorlintiist  alan sahsin  vya
dashjohn/@yandex.com hesap sifresini ortaya ¢ikardigini ya da hesap sahibi tarafindan kendisine
vardim edildigi anlamina gelir

ByLock arama istatistiklert

MIT Raporu'nun 3.3. paragrafl, miracaat kolayh@r anlaminda asagida ver verilen, iki grafik ihtiva
etmektedir.” Bunlardan ilki (Grafik 1) 17 Arahk 2013 ile 17 Subat 2016 tarihleri arasindaki
dénemde Tirkiye iginden Google arama motoru vasitasiyla "bylock” terimi i¢in yaptlan aramalarin
sayisim gOstermektedir. Ikinei grafik benzer bilgiyi ihtiva etmektedir ancak Fransa, Birlesik Kralhk
ve Amerika Birlesik Devletleri'ndeki lokasyonlardan yapilan arama savilarini gdsteren ek veri

serilerini de thtiva ediyor.

* http fwwew, washingtontimes.comnews201 7i1an’8/isis-using-telegram-app-lo-broadeast-terror-instru’ sayfasina

bakiniz
® Kaynak: 17 Aralik 2013 ile 17 Subat 2016 arasindaki donemde ‘bylock’ arama terimi igin Google Trends kaynak

verileri.




Grafik-1: 'ByLock” terimi i¢in goreceli arama ilgisi (sadece Tiirkiye)
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Bu grafikier sadece her bir lokasyonda yapilan arama sayisim ve sadece Google arama motoruyla
yapilanlar gostermektedir. Bu kistthhiga ragmen MIT Rapor'nun yazan “diger iilkelerden yapilan
aramalarin da Orglitin yabanc tilkelerdeki mensuplari tarafindan veya Tiirk kullamcilar tarafindan
VPN baglantist ile gergeklestirildigine inamldigimi™ vurgulamakiadir. Ancak bu iddiamin haklihgm
ortaya koyacak hicbir delil sunulmamaktadir. Grafikler aramalar gergeklestiren kisilerin drpttsel
baglantisinm ortaya koyacak higbir emare vermemektedir ve her bir arama vapildifinda sanal 6zel
aglarm kullanimda olup olmadigini belirlemede kullanilamazlar. Rapor baglamindaki bu énerme bu

nedenle mesnetsiz ve tamamiyla spekiilatifiir.

ByLock ile ilvili internet pavlasimlan

70

Ayrica MIT Raporumun 3.3. paragrafinda 15 Temmuz 2016 dncesinde “Bylock™ hakkinda
paylasimda bulunan  kullamicilarin biiyik ¢ogunlugunun  FETO/PDY  lehine  paylasimlarda
bulundugu goriilmistiar™ denmektedir. Boyle bir iddianin bu kullamcilarnin vapuklart degisik
paylagimlar rapora kopyalanmak suretiyle ¢ok basit bir sekilde betimlenchilirdi. Ne var ki.yine.

raporda bu beyvanr hakli gésterecek highir kamt yer almamakiadir,




ByLock'un kavnak kodunda Tirkee'nin kullanymas:

MIT Raporu'nun 3.4.2.1. paragrafinda uygulamanin istemci tarafin olusturan kaynak kodunun ters
mithendislige tabi tutuldugu iddia ediliyor. Kod déniistiiriici olarak adlandiran bu tiir aveitlar
kolayca temin edilebilir ve alttaki kaynak kodunun. potansiyel olarak smurly bir sekilde bile olsa.
uygulamanin herkese agik formatindan elde edilebilmesi igin bir vasita teskil ederler. Bu nedenle
MIT'in alt kaynak koduna erisebilmis olmasi Bylock gelistiricisinin MIT'in arastirmalarinda pay
oldugunu kendi basina gdstermez.

Raporda kaynak kodunda Tirk dilinin kullanslmis oldugu belirtilmis ancak uygulamann kullamc
arayliziiniin istefe gore ayarlama imkan sunup sunmadifina deginilmemistir. Bir uygulamanin
uluslarast kullanm igin dizayn edildigi durumlarda gelistiricinin uyari, sistem mesajlant vsnin

verildigi esas dili degistirme opsiyonunun olmast gdreceli olarak sik karsifastlan bir durumdur.

olacaktir.

ByLock uysulamasinn ag modeli ‘C‘}“\'SO JOT&1S0 17100/
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MIT Raporu'nun 3.5.1. paragrafi ~..Bviock wygulamast ile uygu 'L@t}_SI-H?HCH[CH‘I]J! calisan
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vazilimlearin isleyisini gosterdigini™ iddia ettigi bir semawyi ihtiva etmeRtefir] Ne™Ar ki vine bu

semanin nasil olugturuldugu agik degildir. $ema dzellikle ByLock sunucusunun acikea kapsami
disinda yer alan bir ag altyapisiin unsurlanm géstermektedir. Bunlar hicbir sekilde sadece
sunucunun veya istemci tarat uygulamamn analizi ile belirlenemez.

Raporda sanal ¢zel aglarin mesaj gonderme ve alma igin gerekli altyapinin gerekli bir unsuru
oldugu iddiasim destekler nitelikte higbir kamt yoktur. Dahasi, MIT Raporu paragraf 3.6.2.11'de
sunucudaki  uygulamamn  veritabaninda kayith 1P adreslerinin  Bylock hizmetinin  herbir
kullanictstn kimligini tespitte kullamldign belirtilmektedir. Ancak eger sistem raporda gosterildigi
gibi VPN sistemler: meveut olarak yapandinimis olsaydi. BylLock veritabaninda tutulan 1P
adresleri kullamcilarin kimligini tespit igin kullanilamazdr zira bu baglamda VPN'in bashca
fonksiyonlarmdan biri son kulamcifarin gergek 1P adresini muglak hale getirmek olacaku.

MIT Raporunda vyer alan semada baska baz tutarsizliklar da meveut, Ornegin, Bylock
uygulamasimin mobil veri aglan bunlar tizerinden mesaj alumi ve gonderimi igin kullanabilecegi
genel olarak kabul ediliyor. Buna ragmen semada ‘ev tipi kablosuz modem'e yer verilmistir. Bunun
hangi amaca yOnelik olarak yapildign veya niye gosterildigi agik degil. Ayrica, mobil baz
istasyonunun “Turkeell, Tark Telekom, Vodafone a ait olarak betimlenmesi de yanilticr zira ByLock
uygulamast difer bagka mobil aplarda da global olarak kendi sunucusuyla iletisim saglama

Kabiliyetine sahip gériiniiyor.




[P adreslerinin enpellenmesi

MIT raporunun 3.5.5. paragrafinda ByLock uygulamast yoneticisinin Tiirkiye'deki kullameitarn
mesaj trafifini bir VPN servisi iizerinden saglamaya zorlamak ve bu sckilde onlarin anonimligini
korumak maksadiyla Tiirkiye 1P adreslerinin ByLock sunucusu tizerinden mesaj almalari ve
gondermelerini kasith olarak engelledigine yonelik bir iddia meveuttur. Bu iddianimn gerekcesinin
ByLock blogunda 15 Kasim 2014 tarihinde yayinlanan ve miiracaat kolaylign i¢in agagida kopyast
bulunan kisa bir paylagim oldugu gériintiyor. Kanaatimee, bu blog paylasimina MIT raporunun
yazarlan tarafindan yapilan yorum oldukga subjektif ve destekleyici baska bir belgenin yoklugunda,
tamamen yamltcidir.  Paylasimda, yéneticinin ByLock uygulamasi kullanimumn beklentilerini
oldukg¢a astugim ve daba fazla kullamer kaydin engelledigini belirttigi goriiliiyor. Ozellikle,
uygulamayr ‘App Store’dan kaldirdigim séyliyor ve belli bazi IP adres araliklarindan ByLock
sunucusuna eriginti bu adreslerden kaynaklanan bazi koti niyetli faalivetler sebebiyle engelledigini

acikliyor.

Bylock Kullamimina Kisitlama

Restetoiion on bviaok
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MIT raporunda bazi 1P adreslerinin kisitlanmasina getirilen agiklama ilging bir sekilde spesifik ve
daha yaygin ve pragmatik olan bir agiklamayr gozards etmektedir. Kisisel tecriibelerime gore genel
IP adresleri tizerinden internete agtk sistemlerin 6rnegin internete agik sunucularin kasten normal
olarak isleyemez hale gelene kadar yiiksek miktarda trafik hiicumuna maruz wituldugu servisten
yoksun birakma saldiilare gibi saldirilara maruz kalmasi goreceli olarak stk karsilasilan bir
durumdur. Bu tiir saldimlara kargt uzun vadeli direnc varatiimast zor ve pahal olabilir; ve bu

nedenle daha kiigiik capli ve iddiasiz servislerin sadece saldiniarin geldigi diistniilen yerdeki 1P




adreslerini engellemesi olduk¢a sk rastfanan bir énlemdir. Boyle bir hareket kisa dénemde, 1P
adresleri engelleme arah@inda yer alan mesru kullanieifart engelieme pahasima kisa vadeli ¢6ziim
saglar.

MIT Raporu’nun 18. sayfasinda belirli bazi IP adresleri arahklarmin ByLock mesajlasma servisine
erigimlerini engellemek icin kullamldigl iddia edilen bir komut listesi verilmistir. Onemine binaen
belirtmek gerekir ki bu komutlar IP adresinin engellenmesi ile alakali komutlar deildir. Raporda

toplam olarak 8 komut yer almaktadir ve hepsi su formattadir;
iptables -A INPUT -s x x x x/yy -] LOGGING

Ancak bdyle bir komut aslinda belirlenmis bir IP adresi araligim engellemez, onun yerine giris
yapma amach bir kural yaratir. Boyle bir kural belirli IP adresleri arahifindan yapilacak giris
tegebbiislerini daha sonra sonra bagvurmak igin kayit aluna aldwacaktir. Ilging bir sekilde, MIT
raporunda sunucuya erisim kayitlarini gésteren log dosyalanina iliskin higbir bilgi yoktur. Varsa bu
tir kayilarin analiz edilmesi, sunucunun daha 6nce saldimya ugrayip ugramadigini ve efer
ugranugsa bu saldirtlarm hangi IP adresi arahifindan geldiginin belirlenmesine yardimer olabilirdi.

Bu da sonrasmda sunucu yoneticisinin  birtakim [P adresi aralikic

motivasyonunu anlamaya vardimer olabilirdi.

¥

VPN kullanmalarint talep etmek kullanilabilirlik perspektifinden olaga kﬂf&ﬁb}_ﬁﬁzrggu?%}éacﬁ Ir.
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kullanicilar igin bdyle bir VPN hizmetini kurup kullanmak belirgin bir engel gﬂ?ggc‘qlgﬁ :

bir hareket aralarinda belli bir yerlegik ag olusmus Kisilerin arasindaki iletisimi, bu kullanseilarm

internet baglantilarinda engellenmis araliklarda 1P adreslerinin yer aldifi durumlarda, etkin bir
sekilde sekteye ugratacaktir. Gergekten de, MIT raporunda engell; 1P adreslerini kimlerin kullannusg

olabilecegi ile ilgili hi¢bir kamt yok.

IP adreslerinin kimlik tespiti icin kullanilmas:

Kigilerin kimliklerinin IP adresi kullamlarak tespiti hususunda yerlesmis bir kafa kartsikhgr meveut,
Ozellikle, internet baglantisina sahip aygitlart atanan 1P adreslerinin evrensel olarak benzersiz
oldugu sbylenebilse bile aym seyi yerel aglara bagh aygitlara atanan IP adresleri icin sOylemek
mitmkiin degildir. Ornegin, genis bant interneti olan bir ev, eve gelen internet hizmetine bagh
kablolu veya kablosuz bir modeme sahip olacakur. Bu modem periyodik olarak degisebilen

benzersiz agik bir 1P adresine sahip olacaktir ve bu adresin atannus oldugu siire boyunca modem




dinyada interncte o belirli 1P adresi ile baglanan tek aygit olacakur. Evdeki diger ayaitlar da
internete girebilmek i¢in kabloyla veva kablosuz olarak bu modeme baglanacaklardir, Bu aygitlara
agtk dedil dzef bir 1P adresi atanir. Yani o ev agindaki her bir aygita atanan 1P adresi o ap dahilinde
benzersizdir, ancak  diinya genelinde benzersiz degildir. 1P adresinin bir sunucu tarafindan
kaydedildigi durumlarda kaydedilen IP adresi her bir aygita atanan dzel IP adresi degil, o evin agik
IP adrest olacaktir. Bu nedenle bir ev veya sirket internetine birden fazla aygiin baglandij
durumlarda sadece bir sunucuda kaydedilmis 1P adreslerinden hangi aygitin sunucuya baglanmis
oldugu anlagilamayacaktir. Bu nedenle, uygulama anlanunda, birden fazla kisinin veya aygiin
bulundugu bir evde veya ticari kurulusta sunucuda kayithi IP adresi bir aygiti veya kisiyi tespit

edemez.

Paysera ddeme sistemi

MIT Raporunun 4. Paragrafinda gelistirici tarafindan *

odemelerin anonimiik i¢eren yontemlerle (Paysera) gerceklestirildigi...” bc\}%‘agmku‘:%{%
alan Paysera'min gizli 6demeler yapmak i¢in kullamldids imast kanimca yammaysera., PayPal

gibi daha bilinir 6deme sistemlerine benzer bir sekilde calisan yerlesmis bir ddeme sistemidir. Gizli
ve anonim ddeme servisleri gergekten de mevceuttur (6rnegin Bitcoin kullananlar gibi), fakat burada

bu tiir 6deme hizmetinin kullamldigina dair herhangi bir iddia mevcut degildir.

SSL sertifikalar:

MIT Raporu'nun 44, paragrafmda ByLock uygulamasini kendi-imzalh bir dijital sertifika kullandlgl
gitmesini  istememesi  nedeniyle “otorite imzali  SSL  sertifikasint’  tercih  etmediginin
degerlendirildigi” belirtilmektedir. Bu yanilticidir ve dijital sertifikalarin nasil ¢ahistig: ile ilgili
esasl: bir yanhs anlamay1 gdsterir. Secure sockets layer (SSL) sertifikalan kriptografik anahtan belli
bir bilgisayar sistemine baglayan kii¢itk veri dosyalaridir. Bu tiirden bir sertifika veri transferinden
once bilgisayar sisteminin kimliginin kesin olarak dogrulanmasina olanak saglar. Genel olarak SSL
sertifikalar1 verilerin birbirlerine internet gibi bir agik bagla baglanmms bilgisayarlar arasinda
transfer edilecegi zaman kullanilir. Son derece onemli bir husus olarak, génderilmekte olan veri

higbir zaman sertifikay: saglayan kurumun bilgisayar sistemleri i¢erisinden gegirilmez.




Miinhasir kullanim

Yukanda agiklandign gibi ByLock uygulamasi Google Play Store ve Apple iTunes Store'dan
indirilebiliyordu. MIT raporunda indirmenin herhangi bir bolge veya llkeyle sinirlandinldig:
hususunda bir iddia bulunmamaktadir. Her iki uygulama piyasas: da kendi sirketleri tarafindan
yonetildiginden ByLock gelistiricisinin uygulamay1 indirmeye hazir hale getirdikten sonra onu
kimin indirecegi hususunda dogrudan hichir kontrolii olamazdi. Bu nedenle kanimca
ulagilabilirligin belli bir grup insan ile sinirlandinimis oldugunu iddia etmek sagmadir. Tabii ki
uygulamanin belli 6rgiit veya gruplann iiyelerince kullanmis olmasi iddias: dogru olabilir fakat bu

durum bir¢ok sosyal ag ve mesajlagma uygulamalar i¢in de gegerlidir.

Bu noktada kullamcilarma birbirleri arasinda sifreli sekilde mesaj gonderme imkam ile mesajlarmn
belli bir zamandan sonra kendi kendilerini imhaya ayarlama opsiyonu veren Telegram Messenger
uygulamast ile bir kargilasirma yapmak istivorum. Bu uygulama ByLock gibi, daha biiyiik bir
boyutta bile olsa, herkese agiktir ve Pavel Durov tarafindan sahsi olarak finanse edilmektedir.
Telegram'in ISID tarafindan giivenli haberlesme araci olarak kullamldigin1 gosterir ¢ok etkili
deliller mevcuttur, fakat simdiye kadar hicbir kolluk kuvvetinden bu servisin tiim kullanictlarin:
tutuklamak i¢in herhangi bir hamle gelmemistir. Bu tiir servislerle ilgili olarak uygulama tarafindan
sunulan fonksiyonellik ile uygulamay1 degisik sebeplerle kullanmak isteyecek kisiler arasinda agik
bir farkhhigm bulundugu umumen bilinir ve kabul edilir. Burada kritik olan husus sudur, bir
uygulamanmn  kotlii amaglar igin  kullamhyor olmasi onun en bagta bu tir amaglar igin

olusturulduunu kanitlamaz.

6. BEYANLAR
6.1 Uyum Beyam
Ben Thomas Moore beyan ederim ki;

1. Gorevimin hem rapor hazirlarken hem de mahkemede delil b

alanima giren konularda mahkemeye objektif ve garprtilmamis gorug seklinde bagimsiz
yardimda bulunarak mahkemenin 6ncelikli maksadina erigmesini saglamak oldugunun
farkindayim. Bu gorevimin bagh oldugum tarafa ve bana 6deme yapan veya yapmakla
yukiimli olan kisilere olan yiikiimliliiklerimden &nce geldigini anhyorum. Bu gdrevimin

geregini yerine getirdifimi ve getirmeye devam edecegimi teyit ederim.

2. Ucretlerimin tutarimin veya 8denmesinin davamin sonucuna herhangi bir sekilde bagh oldugu

herhangi bir diizenlemeyi akdetmedigimi teyit ederim.
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Raporumda agiklamis oldugumdan bagka herhangi bir tirde hichir menfaat ¢atismasindan

haberdar degilim.

Acgiklammyg oldugum herhangi bir ¢ikarin delil olarak sundugum herhangi bir hususta bilirkisi

olmaya uygunlugumu etkiledigini diisiinmiiyorum.

Rapor tarihi ile yargilama arasinda yukarida yer alan 3 ve 4 numarali beyanlarimi
etkileyebilecek bir durum degisikligi meydana gelirse kendisince yetkilendirildigim tarafi

bilgilendirecegim.

Kullandigim biitiin bilgilerin kaynagini belirttim.

Bu raporu hazirlarken hatasiz ve eksiksiz olmak icin gerekli tii makuilgzéﬁilv oc i
"{,‘}.‘ ISC 5001 8180 17100 N -

gosterdim.

hususlari raporuma dahil etmeye gayret sarfettim. Goriigiimiin dayandig1 nitelikleri agik¢a
belirttim.

Kafamda bagimsiz bir goriis olusturmadan, beni yetkilendiren avukatlar da dahil olmak
lizere bagkalari tarafindan Gnerilen higbir hususu dahil etmedim veya disarida birakmadim,
Raporum her ne sebeple olursa olsun bir diizeltme veya kayitlama gerektirirse beni
yetkilendirenleri derhal bilgilendirecegim ve bu hususu yazih olarak teyit edecegim.

a. Raporumun mahkemede yeminli veya teyitli olarak sunulacak delil teskil edeceginin

b. Mahemenin yargilamanin safahat1 sirasinda her zaman bilirkisiler arasinda dogrudan bir
tartismanin yapilmasina karar verebileceginin

¢. Mahkemenin bilirkisiler arasinda vuku bulabilecek bdyle bir tartigmayr miiteakip,
lizerinde anlagilan veya anlagilamayan hususlar gerekgeleri ile birlikte gosterir bir beyan
hazirlanmasini emredebileceginin

d. Bilirkigi tarafindan yardim edilen bir ¢apraz sorgucu tarafindan ¢apraz sorgulanmak iizere
mahkemeye celbedilebilecegimin

¢. Mahkemenin, yukanda belirtilen standartlara ulasmaya ¢alismada makul 6zeni

gostermedigim sonucuna varmas: halinde hakim tarafindan kamuya agik ters bir elestiriye

maruz birakilabilecegimin farkindayim,




12. Criminal Procedure Rules [Ceza Usul Kurallari] 19. boliimit okudum ve onun

gerekliliklerine uygun hareket ettim.
13. Kendi disiplinime ait ¢alisma ve davranis kurallarina, yani The Expert Witness Institite

(Bilirkisi Tamk Enstitiisti) Mesleki Uygulama Yénetmeligi'ne (Code of Professional

Conduct) uygun hareket ettim.

6.2 Beyan
Herbiri tarafimca imzalanmis 26 sayfadan olusan bu beyan, bildigim ve inandigim kadanyla
dogrudur ve bu beyani, delil olarak sunulmas: halinde bu raporda yanhs oldugunu bildigim veya

dogru olduguna inanmadigim herhangi bir hususu irademle belirtmis olmam durumunda hakkimda

ceza sorugturmasi agilabilecegini bilerek yapiyorum.

Imza Tarih: 24 Temmuz 2017




EK 1 KISA OZGECMIS

Sn. Thomas K Moore MBCS MEWI

Vasiflar

Britanya Bilgisayar Dernegi Uyesi, Uzman Bilirkisiler Enstitiisii Uyesi

Kanyer =

gk .alamim bilplsdyar
T Trangit
inbnatizidir.

sistemlerinden tam, silinmis veya hasar gérmiis bilgilerin kurtariimasi ve bu bilg:

2001 yihindan bu yana adli bilgisayarcilik alaminda uzmanlastim. Uzm
Ayrica ozellikle e-posta, internet ve veritabani hizmetlerinin temini ve verilmesinde kullamlan ag
iletisim sistemlerinin analizi konusunda hususi tecritbeye sahibim. Uzman bilirkisi olarak
yetkilendirilmelerim Birlesik Kralllkk ve Avrupa’daki hukuk biirolarindan gelmektedir ve dosya
yitkiim yaklasik yari yariya olmak lizere cezai ve hukuki anlagmazhklardan olugsmaktadir. Birlesik
Krallik ve baska lilkelerdeki davalarda delil ve bilirkisi miitalaasi sundum ve adli bilisim egitimi
gelistirilmesi ve verilmest ile dijital delillerin yonetimi ve en iyi uygulama alanlarinda dzel ve tiizel
kisilere damgmanlik yapiyorum.
Vakae Gegmigi
Asagidakiler de dahil olmak {izere bir¢cok vakada yer aldim ve bilirkisi raporlar hazirladim...
o Kisilerin kurumsal bilgilere ve bilgisayar sistemlerine yetkisiz girisi
o Hirsizlik amaciyla finansal kayitlarla oynamak lizere bilgisayarlarin kullanilmasi
o Cok biiylik capta bir finansal usulsiizlik sorusturmasiyla ilgili olarak e-posta mesajlan
gondermek ve almak {izere bilgisayarlarin kuilamimas
e Internet mesaj panolaninda kiiglik diisliriicti icerik yaymnlamak iizere bilgisayarlann
kullaniimasa

e Uygunsuz resimlerin saklanmast ve gorintillenmesi igin bilgisayarlarin kullanimi iddias:

Egitim ve Tecriibe

Hem mesleki alammia ilgili hem de uzman bilirkisi olarak becerilerimi korumak ve gelistirmek

amaciyla diizenli olarak ¢esitli egitimler aliyorum.

Mesleki ehliyet veren kurumlann eitim ve smnav ylikiimldliklerine uygun hareket edivorum ve

stireklt mesleki gelisim programi uyguluyorum.
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[Tahsis algoritmas1] Bir dosyanin igeriginin tama “bir kismm

depolayacak kiimeleri segmek icin dosya sistemi tarafindan kullanilan

kurallar biitlinii

Booting, kullanici bilgisayar sistemini actif1 anda isletim sistemini baglatan

slirectir

Kompakt disk salt okunur bellek. Bir bilgisayarca ulasilabilen verileri ihtiva

eden yogun disk

Bir bilgisayar dosyasimn igerigini saklamak i¢in kullanilabilecek olan ve

adreslendirilebilen en kii¢iik sabit alan birimi
Biribirine bagl: bir grup bilgisayar ve ilgili ekipman

Tek bir bilgisayar veya birbirleriyle baglantih olarak ¢alismak icin

tasarlanmig birden fazla bilgisayar

Merkezi iglem birimi; sadece iglemci de denir. Bilgisayar programlarim

¢alistiran bir grup manttkli aygitin tanimadar

Katot 1s1nlt tiiplii monitor. Bir elektron tabancas: ile florasan ekran (LCD ve
plazma monitbrlerle karsilastirimz) ihtiva eden vakumlu tiipe sahip

konvansiyonel bilgisayar ekram.

Yumusak disk; Kare veya dikdértgen bir plastik muhafaza icine

yerlestirilmis ince esnek bir manyetik depolama aracindan olusan veri

depolama aygit1.




Ethernet

FAT32

File Slack

File System

Fresh space

Ghz

Yerel Alan Aglari (LAN) ile ilgili ¢er¢eve bazh bilgisayar ag teknolojisi

ailesi

Windows 95 ve 98 de dahil olmak iizere degisik 1sletlr/1),~s1‘sf A]‘@x}arahndan

kullanilan bir dosya sistemi

&
Bir dosya igeriginin sonu ile bir sonraki kumcgmsob@ﬁ &qxgsm% n

Acureohed

kullamilmamisg sabit bellek alani \ﬂ"

Bilgisayar dosyalarim ve i¢lerindeki verileri daha sonra Qlkarllabilmek icin

bir depolama yiiklemi

Daha once bilgi saklamak igin kullamilmamis ve halihazirda yeni veri

depolamak i¢in miisait olarak tanimlanmis sabit disk alam

Gigahertz. 10° hertz’e(saniyede 10° devir) denk gelen bir 61¢it. Modern bilgi

islem alaninda bilgisayar iglemcisinin hizim belirtmek igin kullanilir.

Sabit Disk (Hard Disk (Drive)) Gii¢ kapatildigs durumda bile veriyi depolayan devamh bilgisayar

Hardware

ICT

1P Adresi

Memory

Metadata

depolama aygih. Bu cesit diskler genellikle bilgisayar kasasinin igine

yerlestirilir ancak disinda da bulunabilir.

{Donamim] CPU, disk siiriiciisii, klavye, ekran gibi bilgisayar sistemini

olusturan mekanik manyetik elektronik elektrikli aygitlar.

Bilgi ve iletisim teknolojisi; biitiin bilgi iletisimi teknolojilerini i¢ine alan

genel bir terim

Internet Protokol Adresi. Aglar arasindaki iletisimi kullanan bir bilgisayar

agina katilan tim aygitlara atanan bir sayisal etiket.
[Bellek] bknz RAM

Bir bagska verli hakkindaki veri. Baska bir bilginin niteliklerini ve




Mhz

Network

NIC

Operating System

Partition

PC

Processor

Sector

Software

Unaliocated Space

ozelliklerint tarif etmek i¢in kullamlan bir arag.

Megahertz; Gigahertz. 10° hertz’e (saniyede 10° devir) denk gelen bir 6lci.
Modern bilgi iglem alamnda bilgisayar islemcisinin lizim belirtmek icin

kullanilir.

Bknz Computer Network [Bilgisayar Agi]

ot,ou"““gé- -------- iy
Ag Arabirim Kart1. Bllglsayarlarm bir b]]glsayar\ﬁg uzeeg;%cc( fleii "‘
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[Isletim Sistemi]. Bilgisayarin islemlerini yoneten, diger programlarin
¢alismasini ve zamanlamasin kontrol eden ve depolama, input / output ve

iletisimi yoneten programlar biitiinii.
[Ayr1 Béliim] Bilgisayarin sabit disk siiriictisiiniin bir alam

Kisisel bilgisayar. Fiyatinin, boyutlarinin  ve kapasitesinin  kisilerin
kullanimma uygun kildig: bilgisayar ve arada herhangi bir bilgisayar

isletmeni olmaksizin dogrudan son kullnicr tarafindan igletilen bilgisayar.

[islemci] Bknz CPU

Rastgele Erisim Bellegi. Depolanmis verilere herhangi bir siralama ile
erisime olanak saglayan ve genelde entegre devre seklinde olan bir tiir

bilgisayar veri deposu.

Her bir sektoriin belli oranda veri depoladift (manyetik diskler sézkonusu
ise bu 515 byte'tir) manyetik veya optik diskin iizerindeki bir izin alt

boliimi
[Yazilim] Bir bilgisayar sisteminde bazi gérevleri yerine getiren bilgisayar

programlarl, prosediirier ve belgeler biitiinii.

[Tahsissiz Alan} Daha Gce bilgi depolamak i¢in kullanilmis ancak su anda

lizerine yeni veri yazmak igin miisait olarak tanimlanan disk alan




URI

Virtual PC

VMWare

(Logical) Volume

Tekdiizen Kaynak Tammlayicisi. Internette bir kaynag tamimlamak veya

adlandirmak igin kullamlan bir dizi karakter (Omegin bir web adresi)

{Sanal PC] Birden fazla is istasyonunun veya server-class sanal makinenin
bir tek bilgisayarda g¢alismasina olanak saglayan yazilim iiriini. Sanal
PC'nin dzelliklen ve donamim konfigiirasyonlart genellikle kullanicinin

kendisi tarafindan belirlenir.

VMWare Inc. tarafindan iretilen, bazilarinin bir veya birden fazla sanal
PC'nin yaratilmasina ve kullanilmasina yaradii bir grup yazilim {iriniine

verilen genel isim.

Y1gin bellek aygitinda veri depolama alan: tahsis etmek i¢in kuilanilan alet.
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Raporlar ve Miitalaalar

Bylock Uygulamasi Teknik Raporu (ingilizce terciimesi) Tarihsiz

Tamk Beyanlan (Geriye dogru kronolejik sira ile)

Yok

Mahkemeye sunulan deliller

Yok

Miilakat Tapeleri (Geriye dogru kronelojik sira ile)
Yok

Mektuplar ve E-posta Yazismalari
Yok




OPINION

THE LEGALITY OF THE ACTIONS OF THE TURKISH STATE

IN THE AFTERMATH

OF THE FAILED COQUP ATTEMPT IN 2016

&

THE RELIANCE ON USE OF THE BYLOCK APP AS EVIDENCE OF MEMBERSHIP

OF A TERRORIST ORGANISATION




INTRODUCTION

1. There was an attempted coup in Turkey on the 15% july 2016

~

Turkish government that those responsible were a Gulenist f; t‘:ﬁhn Mfﬁr‘?u:me myd

,f
Fethullah Gulen is a US-based Islamic cleric who was prevrousi\‘%@lhﬁwf};esndent

Erdogan until about 2013 when, it is alleged, pro-Gulen judges fevelled corruption

charges against him.

2. After the coup had failed the Gulen movement was accused of being responsible.
Earlier, in May 2016, President Erdogan announced that the Gulen movement was an
illegal terrorist organisation and the group was registered in the Turkish National

Security Council’s list of organisations that pose a threat to Turkey.

3. In addition, following the coup, President Erdogan declared a state of emergency for
three months which has been extended several times since and is currently stilt in
force. The state of emergency gave the government the power to remove Gulenists

and those suspected of being Gulenist from across state institutions.

4. On the 16" April 2017 a national referendum was held into constitutional reform
which was described by the Deputy Prime Minister Numan Kurtulmus as being “to
provide for the continuonce of measures aimed at securing the rights and freedoms of
citizens.” However despite these laudable objectives the state of emergency remains

in place at the time of writing.




3. Since the state of emergency was declared tens of thousands of people have been
suspended or dismissed from their employment. In September 2016 the Turkish Prime
Minister Binal Yildrim stated that “since the coup attempt and until August 2016 over
40,029 people hod been arrested and arrest warrants issued for 20,355. 79,000 public
servants hove been dismissed so for and 4,262 companies ond institutions have been

closed down.”

6. The US State Department noted, in their Cou ntry Reports on Human Rights Practices
for 2016, that “The suspension, firing and freezing of personal assets of more than
3,000 members of the judiciory cofter the July 15" coup ottempt, (representing 22

percent of the totalf accused of affiliation with the Gulen movement had g chilling

effect on judiciol independence.”

7. Turning to lawyers Human Rights Watch in a report dated 24™ October 2016 noted
that “Lawyers have been targeted too. The Union of Turkish Bar Association informed
Human Rights Watch that 79 bor associations had reported in total 202 lawyers had
been placed in pre-triol detention on suspicion of involvement in the coup attempt or

links to the Gulen movement.”

/nkl icers, nearly 44%
RE2as/, Tk

generals nd;is % of navy
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10.

11.

Agency reported that 45 pilots had been detained and another 2B were still being

sought. The suspects included 2 colonels and 71 lieutenants.

Academics and other professionals have been faced wﬁhﬁeas@ etentionson a

6
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similar scale.
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Turkey is a signatory to the European Convention of Human Rights and there have
been allegations that the arrest and detention of people following the failed coup has
breached their convention rights. There have also been allegations of torture including
sleep deprivation, severe beatings and sexual abuse of those detained and an
increasing number of deaths in custody. Amnesty International has reported that it
has credible evidence that detainees in Turkey have been beaten, tortured and on

some occasions raped. These allegations have been robustly denied by the

Government. Although worryingly th




Y ROLE AS AUTHOR OF THIS REPORY

12.

13.

14.

15,

l'am a Queen’s Counsel practising law in England. | was called to the bar of England
and Wales in 1972 and appointed to the rank of Queen’s Counsel in 1991. | have sat

as a part-time judge |known as a recorder) in the Central Criminal Court in London for

some 23 years.

I have no knowledge of Turkish national law but consider myself an expert on English

Criminal Law, European Human Rights Law and international Criminal Law.

I have been asked to advise on the circumstances in which people have been arrested
and detained in Turkey since the failed coup and to give an opinion on whether the
convention rights of those arrested and detained have been breached and whether

the actions of the Turkish State since the failed coup has breached international

Criminal Law.

I have been asked in particular to consider the alleged use of the Bylock App and

whether use of the App could provide a safe basis for conviction.

16. i consider myself well qualified to provide such an advice.




and Wales IT Panel. He has been responsible for drafting paragraphs 21 and 22 of this

opinion and has been responsible for the liaison with our technical experts.

MATERIAL CONSIDERED

18. in addition | have been provided with the following documents:-

(i) An English translation of a report originally in Turkish titled “Bylock Application
Technical Report” (hereafter referred to as the MIT report”)

{ii) An English transiation of a court judgement in the case of a person detained
after the coup who was charged with offences under Article 314/2 of the
Turkish Criminal Code and Articles 51, 53 and 63 of Act number 3713 for
allegedly being a member of a terrorist organisation. In order to avoid possible
repercussions the person has not been identified in this report and will be
referred to as X although his identity is known to me.

(iif) A technical report on Bylock one titled “Bylock App Repo

therefore attached little weight}
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{iv) A technical report on Bylock titled “Technical Solutions”, the source of which
is unclear to me {and to which { have therefore attached little weight) and

{v} A number of documents marked “sample message content 1”, 2sample
message content 27, “sample message content 3” and “sample message
content 6” which are translations of some of the Bylock messenger exchanges

included in the graphics at sections 3.6.2.4 of the MIT report.

20. 1 have ailso been provided with a copy of the Penal Code of Turkey as published in
English by the European Commission for Democracy Through Law (Venice
Commission.} | have read Article 314 which provides that:-

{1) Any person who establishes or commands an armed organisation with the
purpose of committing the offences listed in parts four and five of this chapter,
shall be sentenced to a penalty of imprisonment for a term of ten to fifteen
years.

{2} Any person who becomes a member of the organisation defined in paragraph
one shall be sentenced to a penalty of imprisonment for a term of five to ten

years.

(3) Other provisions relating to the forming of an organisation in order to commit

offences shall be applicable to this offence.

Against Public Peace.”




21. Finally, | have the benefit of a report prepared by Thomas Moore, who is an
experienced forensic IT specialist. He is a member of the British Computer Society and
a member of the Expert Witness Institute. His CV is appended to the report, and it is
clear that he is a qualified expert with considerable experience in providing expert
digital forensic evidence to courts and tribunals both within the United Kingdom and
overseas. Mr Moore’s report reviews the MIT Report and answers a number of specific
questions that | have posed for them, namely:
{)
(i}
(iii)

{iv)

W

{vi)

{vii)

downloaded the A

{c) 1f s0 would the statement “it is not possible to use Bylotk after March

2016” be correct?




{viii)

{ix)

Even ifthe App was widely used by supporters of the Gulen movement, is there
any proper evidential basis for inferring that use of Bylock necessarily
connotes support for the Gulen movement or its political views?

Even if ByLock could establish support for the Gulen movement or its political

views, does that provide a proper evidential basis for establishing membership

10 commit terrorist offences?

22. A copy of the report is appended to this advice at Annex 1. As such it is unnecessary

to repeat the contents in full within this opinion. However, it is perhaps heipful to

highlight some of the concerns identified in relation to the MIT Report, and the

consequences of those matters:

{i)

(i)

The MIT Report makes a number of assertions of fact without providing any

evidential source or justification for the assertion. As such, it is impossible to

say whether the assertions are correct or not. Inconsequence of this, i

ry: For exampie:

(a) The MIT Report asserts at paragraphs 3.5.1 to 3.5.5 that 1P blockin
used to force users to use a VPN, (virtual proxy network) to access ‘the

ByLock App. “At 3.6 however, it is suggested that IP.addresses were used




to identify BylLock users. These two assertions are mutually incompatible,
since the IP addresses would not have been able to be used to identify
users if VPNs were being used;

{b) There is an assertion at paragraph 2.4 of the MIT Report that access to
ByLock was being limited and tightly controlled to ensure that access was
limited to members of the Gulen movement, yet the report acknowledges
at paragraph 2.3 that the ByLock App was available for download from the
Google Play Store and the Apple Store. Not only did this mean that there
was no means of controlling access to the App, but it was downloaded over
600,000 times between April 2014 and Aprii 2016 by users all over the

world. The fact that the App was openly available to anyone in the world

—
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to download is simply incompatible wi € assertion %’% ccess to the
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(i} A number of the assertions made in the
unsustainable. For example:

(a) The assertion at paragraph 2.4 of the MIT Report that 2

countries or Turkish users utilizing VPN services” could not be established

without access to protected Google information or to IP records showing

10




(iv)

(v}

certificate is simply a cryptographic key to enable a browser to confirm that

they have connected to the correct site. Server data is of the sort

more likely to be a cost-saving measure rat g thanhelﬁg,‘ s ne
(’:‘}‘.‘ IS0 8001 & {SO.‘T_:W{-}O ,,'
the MiT report, and attempt to ensure secrecy; ’
The assertion at paragraph 3.5.5 of the MIT-Ré
addresses was intended to force users to use VPNs j§hiot
explanation is given in the report why the more plausible inference that the

blocking was to prevent DDOS attacks on the server is not drawn instead) and

implausible (as it assumes a degree of technical proficiency in the use of VPNs

which is unrealistic); and

helocating of the serversinLithuania) which are highly speculative, and which
exclude alternative explanations with no reasons or evidence given. For
example, the report assumes that the use of servers in Lithuania was in the

interests of secrecy rather than for the more obvious innocent reason that

11




such servers would almost certainly have been cheaper and more cost-

effective at the time and so the use of Lithuania as a server base is more likely

to have been a function of commercial reality.

CITIZENS

23. It seems clear that the authorities in Turkey believe that the Bylock App was used by

those members of the Gulen movement now referred to as FETO/PDY by the Turkish

State. Th

24 There have been a number of expert reports prepared on the Bylock App. One of these
headed the “Bylock Application Technical Report” was clearly produced under the
authority of the National Intelligence Organisation of Turkey and includes references
to the mechanism for obtaining the data relied upon in the report as “confidential” on

grounds of national security. | have read this report.

25. A copy of this report is to be found online.

26. In addition other reports on the Byiock App have been submitted in relation to other
individual cases in the criminal courts in Turkey by the Public Prosecutor. | assume that

they are consistent with the Bylock Application Technical Report and are probably

12




27.

28.

29.

extracts from the main report containing those parts considered relevant to the

individual case being considered.

Support for this view is to be found in théji

dire

tothatre in the P

C{:
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B
It is important at this stage to emphasise a number\o@\ﬁ@ﬁ}e agreed and

confirmed by the Bylock Technical Report. The first is that the Bylock App was taken

down in March 2016. After that time no-one could use the App. This is confirmed in
paragraphs 2:1 of the Bylock ApplicatioOn Technical Report “Bylock, which was offered
for [public] use in the beginning of 2014 and had been ovailable through different
versions until the first months of 2016” and paragraph 3:5:4 “It has been found that
until February 2016 payments [for the hire of] the server and IP addresses were made
by PaySera.” It appears to be agreed that from mid-March 2016 no-one could use
Bylock because those paying for the server, which was situated in Lithuania, and the

IP addresses ceased to make the payments necessary to keep the App functioning.

It follows that by thi

allegedtl \pp was actually used by those

fourmonths, Further jthas

involved:in the coup-in the actual ‘events of July:2016: This is important because,
throughout the time that Bylock was available, it could be downloaded for use by any

member of the public anywhere in the world. The use of the App and support for the

13




Gulen movement was not unlawful in Turkey at a time when the App was capable of

being downloaded.

30. These uncomfortable truths do not sit easily with the bold assertion in the 8ylock

itself “so as not to reveal the state’s means of technical intelligence and its capabilities
p

as well as for counter-intelligences reasons” 50

32. The startling conciusion identified in paragraph 4:9 appears inconsistent with a simple

reading of the earlier sections of the report. in paragraph 3:3 of the report, for

of the terrorist organisation is a mystery.

14




33. Itis also clear that the Bylock App was available on Google Play and Apple App Stores

as is conceded in paragraph 3:3 of the report and was hence available to anyone. As a

34. Unless there is further independent evidence capa

Gulen Movement then th

35. In any event many people who had Guienist sympathies may not have been members

of the Gulen Movement and may have not have supported the movement after it had

36: Furthermore there is a concession in paragraph 3:3 of the report that use of the App
is not confined to Turkey has been used in other countries including “France, UK ond
USA.” This uncomfortable fact is dealt with by the assertion that “it is believed that
searches made from outside Turkey had been made by members of the organisation
who lived abroad or by Turkish users who were utilizing VPN.” This statement is worthy

of analysis, it is not claimed that there is any evidence to support the belief claimed.

15




The importance of this claim cannot be overemphasised, if it were to be conceded that
some users of the App could not be linked to the alleged terrorist organisation then it

would mean that use of the App could form the safe basis for either arrest or

detention,

37. The report “Bylock App Report Within the Scope of the Allegations” makes a number
of powerful points. In the paragraph headed “Who Used Bylock” it observes that
Bylock “is @ public application that existed in Google Play and Apple Store in the post
and it can still be downloaded from different web pages.” 1t does not exist anymore in
either Google Play or Apple but an analysis of applications and digital industries

indicate that it existed on Apple from April 2014 to September 2014 and in Google

Play from April 2014 to April 2016.

ANALYSIS OF EVIDENTIAL VALUE OF USE OF BYLOCK APP

39. On the material that { have seen, the clalm that the Bylock App was used by some of
those in the Gulen movement seems a conclusion of fact that | must accept. Although
the Bylock Application Technical Report, which was presumably prepared for use by

the courts in Turkey, does not disclose the mechanism by which it arrived at its

i6




41.

42.

. However 1:fin

conclusions | proceed on the basis that at ieast some of those who are members of
the movement used the App. | base this conclusion on the entirety of the report

including the claim that some of those in the movement had admitted using the App

for “inter-organisational communication.”

ndeed, in my opinion, there is no evidence at ail from
which any reasonable person could conclude that the App was exclusively used by

members of FETO/PDY and a great deal of evidence, much unchalkenged which

T Tran
TXG dlffere‘n

demonstrates that the App was widely available and used in

some of which had no links to Turkey.

everyone, it had features that could be attractive to many and was used in many
countries. If the conclusion in the Bylock Application Technical Report was correct it
would mean that members of FETO/PDY were to be found in numerous countries
other than Turkey. The App had been downloaded throughout the world and was in
the top 500 Apps in 41 separate countries, It is ridiculous to suggest that all those users

were members of the Gulen movement.

It foilows that if the Bylock App cannot sensibly be claimed to be the exclusive province

of those members and supporters of the Gulen movement then there can be no

17




EXAMINATION OF TRIAL TRANSCRIPTS

justification for the arrest and/or detention in Turkey of those who had used the use

of the App without other compelling evidence.

44,

45,

He was charged with being a member of a terrorist organisation contrary to Article
314/2 of the Turkish Criminal Code. This offence is considered to be a terrorism related
offence under Article 3 of Act 3717, as a consequence the sentence of imprisonment

passed on conviction was increased.

The judgment of the Court asserts that, when considering all the evidence, “when all
the above are taken into consideration, it is concluded that the application wos made
available to the members of the FETO/PDY under the disguise of a global application.”
This is a direct gquotation from the Bylock Technical Application Report discussed
earlier and is a conclusion which has already been demonstrated to be an
unsustainable. The fact that this is a direct quotation must mean that either the court
had the report which for some reason never found its way into the court record or

that the differently described reports that are referred to in the court record, but not

available to me;are

18




46. We are informed that a recent decision by the Court of Cessation (Yargitay), the
equivalent of the Court of Appeal in the United Kingdom, has confirmed reliance on
the MIT report in acase involving a different detainee. {Yargitay 16" Criminal Chamber

Decision No0.2017/3 “courts may in order to be informed about technical matters

from MIT information about Bylock.”)

e gy

i
47. Even assuming that the court in the case of X was correct M\@iug 1o tg’g ision
\i L= -~

" e

that the accused had used the Bylock App, which was disputed by the defence, it is

impossible to conclude from that that he was a member of a terrorist organisation.

The one cannot, as an exercise in logic, [ead to the other. Furthermore

48. Other evidenceis relied on against the accused washaving

taying ident acco dation the location of which is not disciosed in the

judgement.

49. This other evidence, when analysed, is incapable of proving membership or support

for the Guien movement.

50. BankAsya was a regulated bank in Turkey, it was the largest Islamic bank in the
country, which had branches throughout the country avaifable to everyone. Until 2014

the depositors included a number of state owned firms and institutions. It was taken

19




over in February 2015 by Turkey’s Saving and Deposit Insurance Fund (who were the
Turkish regulator). The bank being ultimately closed down by the regulator in July

20156, at all times banking at a branch of the bank was perfectly legal,

51. it seems ciear that the bank had links with Fethullah Gulen but it cannot be said that
every customer of the bank was necessarily a member of the Gulen Movement. The
bank was a major bank in Turkey, it had deposits in 2013 of $28,4 billion and in 2015

of $13.2 billion. Clearly many substantial companies, historically some of them state

owned, had used the banks services, :

52. Likewise to rely upon the fact that the defendant stayed in student accommodation

as proof that he shared the same beliefs as those who operated the accommodation

is frankly ridiculous. T

then any justification for the conviction collapses.|-
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54. What is clear is that X was, on the basis of the evidence cited in the judgement,
wrongly and unjustifiably convicted of a criminal offence when, on any fair analysis of

the evidence, there was none that could possibly establish his guilt,

55. What is so worrying is that, on the basis of what has been reported in the media,
contained in numerous international NGO’s, reported on by human rights
organisations, by the Foreign and Commonwealth Office and by the US State
Department, evidence of this type has been used not just in this case but in many
similar cases. This raises fundamental questions about the legality of the detention

and imprisonment of many thousands of people following the failed coup.

THE LEGAL POSITION
\ﬂﬁ Aacrea“gd
56. Turkey Is a signatory to the European Convention on HumaWts that guar%n) es

7 Trans
the citizens of Turkey the human rights identified in the convention. Turkey is

obligated by international treaty to protect the human rights of is citizens and any

failure to do so can be litigated before the European Court for Human Rights {ECtHR}

57 The denial of a citizens convention rights is a serious failure by a state to accord to its

citizen those basic rights that everyone is entitled to.

8. Following the failed coup Turkey submitted a formal notice of derogation to the

Convention as permitted by Article 15. While it could be argued that in the immediate

21




aftermath of the failed coup such a derogation could be justified such derogations are
not limitless and the ECtHR remains the ultimate authority to determine whether
measures taken during a state of emergency and after the derogation are in

conformity with the Convention.

58. The fact of derogation does not permit the state unlimited and unregulated power to
breach the human rights of its citizens, All breaches of a citizens convention rights by
the state must be proportionate and the ECtHR will, and already has, examined the
measures taken by Turkey in order to determine whether they amount to a breach of
the convention rights of the citizen even allowing for the state’s derogation. in Aksoy

v Turkey (judgement given 18" December 2016} the court held that the detention

without access to a judge for 14 days was not necessary by the circumstances then

prevailing in the country.

60. Turkey is not a signatory to the International Criminal Court and hence no question of

that court’s jurisdiction arises.

et
61, Focusing then on the European Convention a numbg A7 tights /are
Accredited ey

potentially engaged despite derogation.

ARTICLE S




62. Article 5 of the Convention provides for the right to liberty and security. The
Convention guarantees these rights subject to certain identified exceptions which
include both the lawful detention of persons after conviction be a competent court
and the lawful detention of persons for the purpose of bringing them before the

competent legal authority on reasonable suspicion of having committed a criminal

offence.
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63. This Article is essentially concerned with arbitrary deten

eriveR

i, Ty
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and security of person”) and article 9 {"no-one shall b rrest,
ACCrediiag ’(}\‘

detention or exile”.)

64. There are no accurate figures for the number of people detained since the failed coup

but the figure of 75000 has been accepted by many as a reasonable estimate. In my

ights of

ained. Detention for criminal prosecution will be arbitrary if it is not justified
by the “reasonable suspicion” that the person detained has committed a criminal

offence. Although this is a low threshold, where detention is being authorised on the
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66.

67.

basis of the use of the Bylock App, coupled perhaps with some lawful activity at the

time such as the re3

convention.

It is worthy of note that the reasoning and evidence behind the conclusion in the
Bylock Application Technical Report that “Bylock has been offered to the exclusive use
of the members of the terrorist organisation of FETO/PDY” is not disclosed for security
reasons. This is particularly significant as the finat conclusion is both controversial and
the subject or reasoned disagreement by other experts in the field. The ECtHR has

held in O'Hara v United Kingdom no. 37555/97, # 35, ECHR 2001 ~ X that ..

“exigencies of dealing with terrorist crime cannot justify stretching the notion of

“reasonableness” to the point where the safeguard secured by Article 5 : 1 (¢ ) is

impaired.”

There is no doubt in my view that the detention of persons on the basis that they had

frans
downloaded the Bylock App is arbitrary and in breac g‘f\ﬁmcle 5 of 'ﬂfg\ nvention,
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ARTICLE 6

68. Article 6 guarantees a person a fair trial. The trial in Turkey convicted X on the basis
of a technical report assessing the Bylock App, in the transcript of the judgement the

court quotes the conclusion of the report namely that “Bylock has been offered to the

exclusive use of the members of FETO/PDSY terrorist organisation,”

for the exclusive use of the terrorist organisation FETO/PTY t n megpbrearﬁﬁﬁ 7oﬁtthe
diteg Y

of Xalleged supporting evidence was claimed to have been found in the form of having
a bank account at BankAsya and having stayed at student accommodation associated
with the Gulen movement. it seems unlikely that the last two aspects of the evidence
could prove membership of the allegedly terrorist organisation by themselves and
they must be viewed as support for the main and decisive evidence of membership

which stems from the use of the Bylock App.

gh

revealed. No questions can be asked of the authors of the report and they cannot be
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asked to provide any explanation for the fact that the App has been downloaded in
over 40 countries many with no connection to Turkey, nor can they be asked what
evidence they relied upon to come to the belief that the downloading in countries

other than Turkey was by members of the terrorist organisation invoived in the failed

democratic society that the courts inspire confidence in the public and above o, as for
as criminal proceedings are concerned in the accused.” In order to achieve this
objective 3 judge needs to be independent, impartial and not subject to threats of
dismissal if cases are decided in a particular way. The Court will look at factors such as
the manner of appointment of judges, the duration of their term of office, the

existence of guarantees against outside pressure, and the appearance of

independence.

72. On the material before me | note thatJhi

for 2016 the Us D

coup, Which it reported “had a chilling effect on judicial independence?” Some 356

new judges have been appointed. This conduct by the state strikes at the heart of

judiciai independence and also appears to be a further clear breach of Article 6.
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73. Amore fundamental question arises in relation to whether the trial process as a whole
is fair. The ECtHR will not normally consider the admissibility of evidence or the weight
given to the evidence by the domestic courts. However in this case the Court is faced
with a unique situation where there has been arbitrary detention in breach of Article

5 and a trial where there is no evidence capable of proving the accused's guilt, {nthése

circupstar

the

lnidependence;

74. However the courts approach the problem there are in my opinion clear breaches of

Article 6 in the trial of X.

&
\Q&"
ok
)
o
"4-&.

ARTICLE 7 C"%

75, Artiel

guilty of a criminal offence on account of any act or omission which did not constitute
a criminal offence under national or international law at the time it was committed.
Thisright isnot subject to derogation winder the Convention.:
76. In the case of X there was no evidence of any membership or support for the Gulen

movement the addition of the movement to the list of terrorist organisations

membership of which was prohibited. The evidence relied upon to prove a connection

27




to the Gulen movement all predated the naming of the organisation in the prohibited
list, Put another way use of the Bylock App was established only when membership of
the Gulen movement was not illegal. There was no evidence after the addition of the

movement to the prohibited list of continuing membership or support.

77. Furthermore the supporting evidence of banking at

ment
17100 ¢

\@ \ Accrediteg
prohibited list of organisations. Such activity not being |Ileg:§3¢at the time.

W
e Tz

student accommodation aiso pre-dated the additio

aken at its highest, all that the evidence
cited in the judgement could have proved was that, before the movement was added
to the list of terrorist organisations, X had downloaded and used the Bylock App,
banked at BankAsya and stayed in certain student accommodation. Al activities
perfectly lawful at the time he engaged in them and at a time when membership and

support of the Gulen movement was also legal.

79. In these circumstances to convict of membership of a terrorist organisation on the
basis of this evidence is clearly retrospective criminality and a clear breach of Article

7.

BO. As a general principle the ECtHR will not normally interfere with the interpretation of

national laws by the domestic courts but an exception to that is made in the case of
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CONCLUSION

82.

83.

84,

in the trial transcript that | have read.

In addition the detention of huge numbers of citizens following the failed coup was
arbitrary and based on a deeply flawed belief that the use of the Bylock App proved
membership of the prescribed group. The individuals so detained had their convention
rights under Article 5 breached and if their trials were conducted in the same way as

the trial of X then there would also be a breach of Articles 6 and 7.

Under Article 34 of the convention the ECtHR may receive applications from any
person, non-government organisation or group of individuals claiming to be the victim

of a violation of one of their convention rights. An application can certainly be made

in this case.

It may be that further breaches have occurred but i am unable to come to a conclusion

in relation to that in the absence of further evidence. Allegations of torture have been
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made which if true would be it discussion

about the aims and objéctivesof the Giil

| do not have sufficient material to form an opinion on this,

85. On the material before me there is strong evidence th ¢ ﬁ: taxpid

I'SO 7
following the failed coup have been tortured. That ‘\\I%: the gle&vsﬁf’fﬂaﬁnes

C(Tedu@d
‘f‘f ~

i

International and numerous other human rights orgamsatib%@

yal

(tions 435 & 136 of the

consent of the Attorney General would he needed before proceedings could be

instituted.

86. It follows that were evidence to be forthcoming of torture then those who the
evidence identified as responsible could be placed on trial in this country subject to

the Attorney General giving consent.

' S/
4 / WILLIAM CLEGG QC
_ SIMON BAKER

25% July 2017

30




ANNEX ONE — FORENSIC REPORT OF THOMAS MOORE

\& ' Accrediled =

\ﬁv;.‘\ ’,".‘\O/
f“},) N
W Tran®

31




Report of Thomas Kevin Moore

Spacizligt Fleld Digital Forensics

Report of Thomas Kevin Moore

Dated : July 24% 2047
Specialist Field : Digitat Forensics
10  On the Instructions of Wiliam Clegg QC of 2 Bedford Row, London WC1R 48U
Subject Matter Analysis of a technical report into the functionality of the
byt.ock messaging application

Y@\iSO%?&iSO‘I%bﬂ,’ .
@~ Accrediled '(ma‘

8r Thomas K Moore

20 Suits C, City House
864 High Road,
Beeston
NOTTINGHAM NGE 2LF
Telephone: 01773 770 267
Fax: 01773770 268

E~mall: tom.moore@marclay.co.uk




30

40

50

Report of Thomas Kevin Moore

Specialist Field Digital Forensics

1. Table of Contents

1. Table of Contents.. ..o
20 AMOAUCHIDN oottt e e sttt U 3
2. TRE VWY et e r et et e oo et e et e ettt s e e s e st et et e e vee e een s e 3
2.2, Summary Background Of the CAEE...........ceuiviiiieeeeomereeeee e oo eeeeree s e s e 3
23 Technical Temms and EXPIBNations ... oo 4
3. The Issues to be Addressed and a Statement of INStrUCHONS ..........ovevvvvevevees o, 5
31 NSINUCHIONS ..ottt et ettt 5
B2, PUIPOBE. i e e et ettt e e e e oot et 5
B8 ISBUBE. ettt ettt ee et r e ettt 5
4. My Investigation of the FBOS ... e oot 6
4.7 ASSUMBA FACES ...ttt ettt e 6
4.2, Enquiries / Investigation it0 FACIS ... vir e et e e 6
4.3 DIOCUIMBIIS ..ot et e et e et ee et 6
4.4, Interview and EXBMINLON..... ... eese st st eee ettt §
45 Research................. R ettt ee e an e oo RS e e S e et oAb E et e e e e e rareenbesntenet e e eeenen 8
4.6.  Measurements, Tests and EXPerMEBNTS .......o.ocv oo e e s ee st 7
S ODINION ...t b et St bttt eene et et eeees 8
S10 ISBHE T Lottt ettt et e B
B, SHABIMENIS ... ettt et et 20
6.1 Statement of COMPUBNCE ... e e 20
B.2. Declaration..........ccovecimiiiie e OOV DR UOTUTUORIt 21
Appendix A SUMMETY CV o ittt e e e et e oo 22
Appendix B GIoSSany of TemMS. ..ot s et e e e 23
26

Appendix C List of DOCUMEALS ...ttt ettt et




60

70

Report of Thomas Kevin Moors

Specialist Fleld Digital Forsnsics

2. Introduction

21, The Writer

information from computer systems and the subseguent analysis of this info
| have been a computer forensics specialist for approximately 15 years. | have acted as an expert
witness under instruction from law firms in the United Kingdom and Eyrope. | have recovered data
from computer systems and storage media and | am experienced in examining electronic evidence
and hardcopy reproductions. | have presented evidence and expert opinion in cases in the UK and
overseas. | have developed guidelines and delivered training in the handling of digital evidence. 1 am
a professional member of both the British Computer Society and the Expert Witness Institute.

Full details of my qualifications and experience entiting me to give expert opinion evidence are in

Appendix A,

2.2.  Summary Background of the Case

This case concems a number of individuals, who were arrested foflowing an atternpled coup in
Turkey on July 15" 2016. | understand that these individuals were identified by way of
communications records recovered from a server, which was used {o handle messages sent and
received through the byl ock instant messaging application. | further understand that the recovery of
such messages and the subsequent identification of the individuals was carried out by Milli istihbarat
Teskilati (MIT), the Turkish national intelligance agency. Representatives of MIT further produced a
report on the bylock application, entitled bylLock Uygutamasi Teknik Raporu (byl.ock Application
Technical Report) {the 'MIT report’).

} have been instructed to examine this reporl and to provide an opinion on the assertions made
therein regarding the technical operation of the bylock application and the associated recovery and

identification of users’ details from the server used to administer the application and sarvice.
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2.3,  Technical Terms and Explanations
| have indicated any technical terms in bold type. | have defined these terms when firgt used and

included them in a glossary in Appendix B.
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3. The Issues to be Addressed and a Statement of instructions

3.1, Instructions

| have been instrucied in this case by William Clegg QC of 2 Redford Row, London, WC1R 4BU.
I received instructions on June 22 2017. | was instructed to examine an English translation of the
report entitled byl ock Uygulamasi Teknik Raporu and to provide an opinion on the following:

= The accuracy of the technical assessment of the byl.ock application, it's moda of operation

and the server-side cormputer system through which it was operated.

80 3.2 Purpose

I produce this report to provide independent assistance fo the Court by way of objective, unbiased
apinion in relation to matters within my expertise.
Pran

S35, lssues

I will address the foliowing issues in this report:

= To what extent can the technical opinion in the

Raporu be relied upon as true and accurate?

1 1808001 8180 17100,
o\ Accredited o)
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4. My Investigation of the Facts

I have been provided wilth a copy of the English translation of the report entitled byl ock Uyguilamasi
Teknik Raporu which, | am advised, is a professionally certified translation,
My investigation of the facts is based upon this evidence and, where appropriate, the introduction of

supporting factual information based on my own tests and research.

4.1. Assumed Facls
| have not been asked to assume any other facts without first verifying these to my satisfaction

through my own examinations. | set cut the nature of such examinations in sections 4.2 and 4.4

below.

4.2.  Enqguiries / Investigation into Facts

O i
I have carried out a series of investigations based on the documentati8h supplied to me

context of the issues cutlined in section 3.3. The full details of these a

4.3 Documents

In compiling this repon, | have examined several documents, both from my instructing solicitor and

a variely of other sources. A full list of documentary sources is included in Appendix C.

4.4, Interview and Examination

I did not deam it necessary to carry out any interviews in relation to this matter, save as described in

section 4.6.

4.5, Research

| did not deem it necessary to carry out any research in relation to this matter, save as descriped in

sectlion 4.6.




Report of Thomas Kevin Moore

Specialist Field Digital Forensics

4.6, Measurements, Tests and Experiments
My opinion is based upon a review of the documentary evidence provided to me. 1 did not deem it

necessary to carry out any measurements, tests or experiments in relation to this matter.

130
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5. Opinion

51, Issue 1

Ac.cred ifed
To whaf exfent can the technical opinion in the report entitied bytwyygulamam 'I”_eJeg pory be

g i

byLock was a publicly available smartphone application that aliowed users to communicate between

relied uypon as true and accurate?

each other privately and using enciyption. ft was available to download via the Google Play store
onto handsets running the Android operating system and via the Apple iTunes Store onto handsels
running the Apple iOS operating systern. Akhough the application was removed from these locations
some time agoe, unofficial versions are stiff available via third-party websites, although the installation
process for these versions is less straightforward and requires a greater level of technical expertise.
bylLock was designed to operale in a similar way to other secure communications applications such
as Telegram, WhatsApp and Silent Circle. Significantly, the application allows users to...
-~ hold secure voice over internst protacol {VolP) cails
send and receive encrypted instant messages, which may be configured to self-destruct afier
a specified pariod
- exchange images, documents and videos securely

byLock employed a client-server architecture and content transmitted between users was processed
via & centralised server. Privacy was maintained by a scheme of private security keys, which were
generated for each new user when the application was downloaded and installed. Very little official
decumentation exists relating to the application but it appears that these private security keys were
sent 1o the byLock server using passwords wers stored there in piain, unencrypted text. As a resutt,
should the server be compromised, all message traffic and user data stored thereupon would be
vuinerable and couki potentially be decrypted. Furthermore, the server represented a single point of
failure and any disruption to the server's operation would cause the bylock message service to stop
functioning.

Availability of hyLock throuah the Google Blay Store and Apple iTunes Store

Para. 2.3 of the MIT report states that. .
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There are two basic version of the [byl.ock] app which coul *ga nanﬁ;d‘%k @bne 1"

N
which works on the Android operating system. Sefie 2 was also@ecf ﬁg@qgff 50 as o offer

it as a new arp on & different page of Google Play.

It is understood that "Bylock 1.1.7% the last of the sene 1 versions, was updated in December

2014. Subsequently, Byl.ock++ (seric 2) was released and made available until #f was removed

from Google Play all together. The approximate dates of tha versions are shovwn in Appendix-1,

screenshol of the approximate number of downloads from Google Play is shown in Appendix-2.
bylLock was publicly available for download via the Google Play Store and Apple iTunes Store. A

review of the application history on the Google Piay Store shows the following event timeline:

Date (in descending chronofogical order)

April 38 2016 Application unpublished

January 194 2015 Milestone of 100,000+ installs

December 27" 2014 Update fo version 1.1.7 (iast recorded update)

September 7 2014 Update to version 1.1 6

September 1% 2014 Update to version 1,1,5

August 28™ 2014 Update to version 1.1.4

August 24™ 2014 Mitesione of 50,000+ instails

July 15% 2014 Update {o version 1.1.3

June 28% 2014 Category Moved from News & Magazines to Communication
June 28% 2014 Update to version 1.1.2 .
June 1% 2014 Milestone of 10,000+ instails

May 28 2014 Update to version 1.1.1

May 20" 2014 installs 5,000+

May 20t 2014 Update to version 1.0.8

May 16" 2014
May 12" 2014
May 4 2014

April 301 2014
Aprii 241 2014

Update to version 1.0.7
Update to version 1.0.5
Milestone of 1,000+ instalis
Update to version 1 0.1

Milestone of 100+ installs

Refer to hitps:Awww.appbrain.com/app/bylock % 3A-secure-chat-talk/net client.by jock




170

180

Report of Thomas Kevin Moore
Specisfist Field Digital Forensics e
IO PR s B {'3“'\‘0

N

, ek e
April 22° 2014 Miosione of 60+ installs | ! . - '?;“:‘\
e ASOB0T & rom s
April 11 2014 New application \\‘ 3 CT&ISO 17100 ©
@L\l Accredited K
\{;. NS 0

. However, it

Similar detailed timeline information is not readily available for the AEQ%%Q;
has been possible to obtain historical data relating to the popuiarity ranking for bylLock in the Turkish
marketplace iTunes Store?. Ranking data shows the relative popularity of an application compared
to both the entire body of available applications and other applications in a subset, segregated by
function. |n the case of byl.ock, historical data shows that the application was first ranked on April
28" 2014 and (ast ranked on September 7% 2014. Data from the iTunes Store (United States market)
shows & minor variation, with initial ranking six days earlier, on April 22 2014,
Furthermore, historical ranking data is available for the iTunes Store service for other regional
markets®. This data shows that the bylock messaging application was ranked in the category of
‘Social Networking' applications in 83 countries overall and achieved a ranking in the fop one
thousand such applications in 60 of these countries.
Promotion of the bylLock application
Para. 2.4 of the MIT report appears to suggest that the developer of byl.ock refrained from promoting
or advertising the application, with the intention of limiting the number of new users. There is some
evidence to support this assertion in a blog entry dated November 159 20144, which appears to have
been wrilten by the developer of byl ock and posted online and in which he siates. ..
“First of alf, | really appreciate your greal interesi, that bylock has approximately 1M registered
users, which is beyond my expectations. Handling that many users is very difficufl, and it is
increasing day by day. To slow it down, | Unpublished my app from AppStore a few weeks ago.
It helped a lot, but not that much.”
This statement does support the assertion that the developer scught tG limit the registration of new

byLock users. Howsver, conirary to the asserdion in the MiT report, the language used in this post

? Refer to hitpsdiwww.appannie. com/appshios/app/bylock/rank-history/?vtype=day&courtries=US TR&start_date=2014-04-

138end, date=2014-09-078view=rank&legends=22%7L02
* Refer to hitps Mvaww.appa nive, comyappsfios/app/ylock/app-ranking/ ftypeshast-ranksddate=2014-08-07

* Refer to hitps:Mioylockapp.wordpress. corn/
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suggests, in my opinion, that this was due to the inability of & ® o’ﬁ@?éf‘fe&h?dﬁﬁri

s

o handle such an unforeseen volume of users, rather than for @ﬁreasons relahng&vib nonymity.
o &

Indeed, there is no evidence to suggest that a greater number of userﬁvsu upon anonymity

or security but it is apparent that rapid growth would affect the parforrmance of the application.
According to the MIT report, the bylock application relies upon a client-server model for the
processing and delivery of messages. Each message sent by a byl.ock user is effectively uploaded
to 2 server and made available for delivery to the intended recipient. As part of this process, the
message iiself, elong with various metadata, is stored in a series of database tables on the server.
Again, according to the MIT report, st the time that the byl ock server was seizad, it contained records
of more than 17million messages and 215,082 registered users. No analysis appears to have been
undertaken of the lnad placed upon the bylock server by such activity but it is quite possible that
was was nearing operational capacily. In such a cass, it is, in my opinion, entirely reasonable that a
devseloper would seek to restrict the registration of new users until infrastructure capacity could be
increased.

Furthermore, | note from the MIT report that byl ock was not offered on a commercial basis and that
it was not possible to establish any credentials for the developer. The description piven of the
mechanism by which new users could downlcad end register with the byl.ock application suggests
that no payment was required and it is explicitly stated that the application coentained no adverlising.
This being the case, it appears that the person responsible for developing and administering byLock
did so on a8 non~commercial basis. it is not uncommon, in my experience, for such projects 1o gain
market traction more quickly than expected and, as a result, outgrow their development infrastruciure
in short order. Without commercial revenue {o support additional infrastructure, the only viable option
is to restrict user activily by, for example, limiting awareness of the application or restricling access
by jurisdiction or market segment. Since social networking services are dependant upon a critical
mass of users, such measures which restrict user uplake are generally a shori-term solution and, in

the absence of a ionger-term strategy for increasing operational capacity, such services tend to

cease operation,
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Use by organisations L se e : !
(o M9 800T 8 g0 1710
Para. 2.4 of the MIT repon states that *...usage for organizé%@al plposesand subj
L AN

observed:. It is far from clear, however, how this conclusion hah%ﬁve% i
ra

is meant by ‘organizational purposes’.

Itis true to say that instant messaging epplications are commonly used for social purposes, but i is
increasingly common to find that businesses, community groups, charities, criminal gangs and even
lsrrorist arganisations make use of these services to communicate with customers, members and
associates. Indeed, the use of the Telagram messaging application by ISIS has been widely
reported®. it would not, in my opinion, be surprising, therefore, if bylLock had been used by
organisations as well as indfviduals.

Method by which the bylock server was accessed

itis apparent from the content of the MIT report thal access was gained to content held on the server
through which the byLock application processed messages, user registrations and so on. Extensive
reference is made to the database structures which facilitate the aperation of the application and a
larga volume of user registration and maessaging data has apparently been recovered. Para. 3.1 of
the MIT report suggests that such access was obtained by exercising powers granted ta the Turkish
intelligence agencies under national legislation. ¥ is not stated whether the application developer
was complicit in facilitating such access or in the subsequent analysis of the bylock server-side
technoelogy.

Notable, however, various e-mails and attachments are partially reproduced under para. 3.5.4 of the
MIT report. Of particular relevance is the e-mail shown on p.14 of the report, which has been
reproduced as a screenshot from the Yandex webmail service. Reference to the e-mail header shows
that this message was sent to the e-mail address "dashjohn@yandex.com’. According to the account
infarmation in the top right-hand corner of the screenshot, this same user 15 logged in to the webmail

interface &t the time the image was captured. This implies that the person responsible for capturing

® Reter to htip:/hwww washinglontimes, comimews/201 7Han/Blisls-using-telegram-app-to-broadcast-terrorinstry/
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the screenshot had either deduced the account password foﬁﬁashjongb@eyandéi was being
& G ed

assisted by the account hofder.

byl ock search statistics

Para. 3.3 of the MIT report shows two graphs, which are reproduced below for ease of reference®.
The first of these {fig. 1) indicates the number of searches caried out for the term ‘bylock’ through
the Google search engine from Turiish locations in the period December 17" 2013 to February 17
2016. Tha second graph shows similar information but includes additional data series showing the

number of searches carried out from locations in France, the United Kingdom and the United States.

fig. 1 Relative search interest for term ‘hylock' {Turkey only)
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fig. 2 Relative search interest for term 'bylock’
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!
These graphs show only the number of searches made from -ea;cggyc%mn and onty th&;ggh the
S0 17100

Googie search engine. Despite this limitation, the author of the M?I repoﬁ’ a&mr@tﬁat ftis'

that searches made from outside of Turkey had been mads by ms@s;of the
lived abroad or by Turkish users who were utilizing VPN, However, no ev:dence whatsoever is
presented lo justify this statement. The graphs do not give any indication of organisationat affiliation
for the individuals conducting each search and cannot be used to determine whether virdual privale
networks were in use at the time each search was conducted. This assertion within the context of

the report is. therefore, without justification and is entirely speculative.

Internet postings relating to byl ock

Itis further alleged, at para. 3.3 of the MIT report, that “the vast majority of users who posted content
about "Byl ock” before July 15, 2016 are observed (0 have [also] been posting content in Ssuppoit of
the FETO/PDY". Such an assertion should be relatively straightforward to demonstrate by way of a
reproduction of the various online posts made by these users. Again, however, there appears 1o be
no such evidance in the report to justify this statement.

Use of Turkish lanquage in the byl ock source code

it is alleged, in para, 3.4.2.1 of the MIT repor, that a disassembler was used to reverse-engineer the
seurce code which constiluted the client-side bylLock appiication. Such so-called decompiler tools
are readily available and provide a means by which underlying source code, albeit potentially in a
limited form, may be derived using only the distributed form of an application. The fact that MIT were
able 1o gain access to underlying source code does not, in itself, therefore, serve to demonstrate that
the developer of byLock was complicit in their investigation.

it is noted that phrases in the Turkish ianguage were identified in the byt.ock source code but it is
not stated whether the appiication provided a facility to customise the user interface. It is refatively
comrmon, where an application is designed for use internationally, for the developer to include options
to change the primary language in which prompts, system messages and so on are displayed. This

being the case, it would be reasonable to expact that translations of phrases from the application

would be presant in the source code.
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Network model for the byl ock application WL Ao et j
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Rara. 3.5.1 of the MIT report includes a diagram which allegediy *. fﬂu Qf?f the opefg y Bylock
and the software running on application servers’, Again, however, it is unciear how this diagram has
been produced. In particular, the diagram shows elements of a hatwork infrastructure which are
clearly outside the scope of the bylLock server. These could not be determined with any certainty
purely from an analysis of the server or the client-side application.

There appears to be ne evidence in the report to support the assertion that virtual private networks
were a8 necessary component of the infrastructure required to send and receive mesgsages.
Furthermore, in para. 3.6.2.11 of the MIT report, is it stated that the IP addresses recorded in the
application database on the server were used fo identify ach individual user of the bylock service.
Had the system been configured with VPN services in place as shown in the repont, however, the IP
address records held in the bylock database could not have been used to identify individual ugers,
since one of the principal functions of & VPN in this context would be 1o obfuscate end-users' genuine
P addresses.

There are further glaring inconsistencies in the network diagram proposed in the MIT repon. For
example, it is generally accepted that the bytock application could be used to send and receive
messages from mobile devices over mobile data networks. Despite this, a “home type wireless
modem” has been included as part of the diagram. 1t is not clear what purpose this is intended to
serve or why it is shown. Furthermore, the description of the cellular base station as belonging to
“Turkcell, TurkTelecomn, Vodafone" is misleading, since the byl ock application appears fo have been
capable of communicating with its server from other mobile networks globally.

Bigcking of IP addresses

Contained within para. 3.5.5 of the MIT report is an assertion that the administrator of the byLock
application intentionally blocked Turkish IP addresses from sending and receiving messages through
the byLack server, in arder to force users within Turkey to route their fraffic through a VPN service,
thereby protecting their anonymity. The justification for this assertion appears o be a shofi post,

which appeared on a byLock blog on November 151 2014 and which is reproduced below for ease
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report is highly subjective and, in the absence of other supporting ln'\fb@ 1‘_11?‘@ mlsleadsng
<3

in the posl, the administrator appears explain that usage of the byl.ock application has significantly

exceedad his expectations and thet he has taken steps to limil further user registrations. Specifically,
he refers to having removed the application from the ‘AppStore’ and goes on to explain that he has
barred certain {P address ranges from accessing the bylock service, apparently due to malicious

activity from these addresses.

Restriction on byl.ock Usage

Hi all.

Firgt oot Deeally appoeciate vous great interest, that Wiavk Hes spproadiately i

registeredd waers which iy bevond iy expectations,

Handhnp, that many users is very ditlicalt. amd it & Do oreasing day by dav, Tosime it
1N & A B Ay k
Aowenn TUNpublished my apy framm appStare ¢ fow weeks gpo it helped 2 ot bt aiee

rivat mach

At an additional precantion. £ also blocked seme 17 rangers fnost of these FRUREs
belong tosiddle eest counres) because I detected some maivious convections from
those 1P Dlacks, Hopefully. this will siso slow dewn tie increase i bytock usaye, i
You et emter Counieckivity senes, by using some VPN service, Ther e sre fats of froc

ones out there,

Sorry for the dnwomenirnee, Let Had to de e Thope mayuext app byl ook which
s awrently very bupgyhwill succred in serving that nany users, Hold on o littie, ir i

I SR AR

Hyw

The explanation advanced in the MIT report for reslricting the IP addresses is curicusly specific and
overlooks a far more pragmatic and common explanation. In my experience, i is relatively common
for systems thal are exposed to the internet on public IP addresses 1o become the target of attacks,
such as so-called denial of service sttacks, where internet-facing servers are intentionatly bombarded
with high volumes of traffic such that they can no fonger function properly. Building long-term
resiliency to such attacks can be challenging and expensive and i is, therefore, relatively common

for the operators of small-scale informal setvices to simply block the (P addresses from which the
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expense of potentially blocking legitimate service users whose IF g st;sses happen to Wﬂhm the
\\ T
blocked range. i& ﬁ/

On p.18 of the MIT report, a list of commands is given, which were allegedly used to block specific
IP address ranges from accessing the bylock messaging service. Notably, however, these
commands are not associated with blocking IP addresses. Eight commands are shown in total, alf
with the format. ..

iptables ~A INPUT -s x.x.x.x/yy -3 LOGGING
Such a command would not. in fact, block the specified IP address range but would, instead, create
a rule for logging purposes. Such a ruie would cause any access attempts from the specified IP
address 7ange o be logged for future refarence. Interestingly, there is no reference in the MIT report
to any log files containing access records for the server. An analysis of such logs, if available, may
help to determine whether the server had previously come under attack and from which IP address
ranges such an attack originated. This, in turn, might help in understanding the server administrator's
motivation for blocking specific P address ranges.
From a usability perspective, requiring registered users fo implement a secure and snonymised VPN
through which to access the bylock service would be an unusual strategy. Whilst feasible for
technical users, configuring and using such a VPN service would present a significant barrier to use
for less technically-capabie individuals. Such a move could serve fo actively disrupt communication
between any established network of individuals, where such users’ internet connections feature IP
addresses within the blocked ranges. Indeed, no evidence is provided in the MIT report to suggest
who may have been using the blocked IP addresses,

Use of IP addresses to identify individuals

There is a well-established complication with the notion of using P addresses to positively identify
individual users. Specifically. whilst IP addresses allocated to internet-facing devices are giobally
unigue, the same cannot be said for IP address allocated to devices connected within local networks.
For example, a household with a broadband internet service will iypically have a wired or wirgless

router installed and connected to the incoming service. This router will have a unique public IP




380

370

Report of Thomas Kevin Moore

iatist Fiald Dioi . e
Spscizlist Field Digital Forensics ff:i p aj;}“\\

I
L § g

address assigned to it, which may change periodically. For th\e tim@P%%d Uﬁﬂg which @%sagned
IR RISO gy

it will be the only device connected to the internet globally w@a_“)tbat BperificdP addr Individual

AN LR
davices within the househaold will then typically connect to the rou!éf&;r&h
34 :__Q’//

~to obtain access fo the internet. These devices are not assigned public lP address but rather private
ones. That is to the say that the IP address assigned to each devics on a home network is unique
within that networi, but is not unique in a giobal context. Where an IP address is logged by a server
such as the byLock server, it is the public #P address of the household that would be recorded, not
the private internal address of tha individual device. Where multiple individual devices are connected
to a household or company internet connection, thergfore, it is not possible to deduce, solely from
the IP address logged on a server, from which specific device the access originated, From a practical
perspactive therefare, in a household or businass with multiple individuals and devices, the iogged
IP address cannot identify one particular device or individual.

Paysera payment service

Para. 4 of the MIT report states that the bylLock developer *...made the payment for the hire of the
servers and IP addresses by anonymous means {Paysera)...”. The inference that Paysera was used
to facilitate covert payments is misteading in my opinion. Paysera is an established payment service,
which operates in a manner comparable to more well-known services such as PayPal. Covert and
anonymous payment services do exist (such as those employing Bitcoins) but there appenrs to be
no suggestion that such facilities have been used in this case.

SSL certificates

Para. 4.4 of the MIT report notes that the byl ock application employed a self-signed digital cerlificate
and states that "the application developer did nof prefer ‘authority signed SSL certificate” because he
did not want user information transmitted to the cerificate authority”. This is misieading and shows
a fundamental misunderstanding of the manner in which digital certificates function.

Secure socksts fayer (SSL) certificales are small data files that digitally bind a cryptographic key to
a particular computer system. Such a certificate allows for the positive verification of a computer
system’s identity prior to transferring data. Typically, SSL ceriificates are used when data is 1o be

transferred securely between private computers which are connected together using & public
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network, such as the internet. Crucially, at no point is the déam transi Foued threug the computer
e Lty "W

systems of the certificale-issuing organisation. \(?;Qj Tra t;‘i/%\:c

Exclusivity of use
As covered above, the byl.ock application was available for download from the Google Play store

and the Apple iTunes Store. There is no suggestion in the MIT report that downloads were restricted
to a territory or jurisdiction. Since both application marketpiaces are managed by their respective
corporations, the developer of byLock, having made the application available for download, would
have no direct control over who could obtain it. It is, in my opinion, therefore, nonsensical to suggest
that it’s availability was restricted to a particular group of people. )t may, of course, be true that it was
used by members of certain organisations or groups, but this is the case with many social networking
and messaging applications,

) would, at this stage, draw the paraliel with the Telegram Messenger application, which allows users
to send messages between each other in an encrypted form and with the option to configure such

messages to self-destruct after a specified time period. This application is publicly available in a

similar manner o byl.ock, albeit on a larger scale, and is financed privately by Pavel DUROV. Theié

for siich plrposes:

Faga 1 of 38
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6. Statements

6.1. Statement of Compliance
I, Thomas Moore, DECLARE THAT: \ é .
~g T T ~'aﬂ

1. lunderstand that my duty is to help the court to achieve the | overriding objective by giving
independent assistance by way of objective, unbiased opinion on matters within my
expertise, both in preparing reports and giving oral evigence, | understand that this duty
overrides any obligation to the party by whom | am engaged or the person who has paid or
is hable to pay me. | confirm that | have complied with and will continue to comply with that
duty.

2. 1 confirm that | have not entered into any arrangement where the amount or payment of my
fees is in any way dependent on the outcome of the case,

3. I know of no confiict of interest of any kind, other than any which | have disclosed in my
repon.

4. ido not consider that any interest which ! have disclosed affects my suitability as an expert
witness on any issues on which | have given evidence.

5. I will advise the parly by whom | am instructed if, between the date of my report and the trial,
thare is any change in circumstances which affect my answers to points 3 and 4 above.

6. 1have shown the sources of all information | have used,

7. Ihave exercised reasonable care and skill in order to be accurate and complete in preparing
this report,

8. Fhave endeavoured to include in my report those matters, of which | have knowledge or of
which | have been made aware, that might adversely affect the validity of my opinion. | have
clearly stated any qualifications to my opinion,

9. I have not, without forming an independent view, inciuded or excluded anything which has
been suggested ta me by others, including my instructing lawyers.

10. 1 will nolify those instructing me immediately and confirm in writing if for any reason my

1.

existing report requires any cormrection or qualification.

| understand that:
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e ded g
¢. the court may direct that, following a dISCUSSIDr'ﬁg\; the ex ; & statement
T he e n%
should be prepared showing those issues which are ag dand those issues which

are not agreed, together with the reasons;

d. I may be required to aftend court to be cross-examined on my report by a cross
examiner assisted by an expert;

e. 1am likely to be the subject of public adverse criticism by the judge if the Court
corcludes that | have not taken reasonable care in trying 10 meet the standards set
out above,

12.t have read Part 19 of the Criminal Procedure Rules and | have complied with e
440 requirements.
13. Iconfirm that | have acted in accordance with the code of practice or conduct for axperts of

my discipline, namely The Expert Witness Institute’s Code of Professional Conduct.

6.2, Deciaration
This statement, consisting of 26 pages each signed by me, is true to the best of my knowledge and
belief and I make it knowing that, if it is tendered in evidence, | shall be liable to prosecution if | have

wilfully stated in it anything which | know 1o be faise or do not believe to be true,

450  Signature / . . Date July 24" 2017
D

U
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Appendix A Summary CV fﬁ Actredited
R P
Mr Thomas K Moore M8Cs mew! Ly Fran

Qualifications
Member of the British Computer Scciety, Member of the Expert Witness Institute

Caresr

Since 2001, i have speciaiised in the field of computer forensics. My expertise lies in the recovery

of complete, deleted and damaged information from computer systems and in the analysis of

such information.

I also have parficular experience relevant to the analysis of network communications systems,
especially those used in the provision and delivery of e-mail, internet and database services.
My instructions as an expert withess have come fram law firns in the United Kingdom and
Europe and my caseload is split approximately evenly between criminal and civil disputes.

i have provided evidence and expert opinion in cases in the UK and overseas and | am &

consultant to public and private organisations in the development and delivery of digitai forensics

training, handling standards and best practice in digital evidence.

Case History

I have acted in a number of cases and prepared expert reports on matters including the following. ..

= The unauthorised access by individuals o corporate information and computer systems

+ The use of computers to tamper with financial records for the purposes of theft

+  The use of computers to send and receive e-mail messages pertinent to a very large scale

financial fraud investigation
= The use of computers to post defamatory content on Internet messaga boards
« The allegad use of computers to store and view indecent images

Training and Experience

! regularly undertake a variety of training hoth in respect of my professional field and in order to

maintain and develop my skills as an expert witness.

I comply with the training and assessment requirements of my professional accrediting bodies and

maintain a schedule of continuous professicnal development.
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Appendix B

Allocated space

Allocation algorithm

Boot

CD-ROM

Cluster

Computer network

Computer system

CPU

CRT monitor

Diskette

Ethernet

FAT32

File slack

Glossary of Terms

the set of rules used by a file system to select the ciusters that will hold
some or ali of the contents of a file

booting (booting up) is a process that starts an operating system when a
user turns on a computer system.

compact disc read-only memory, a compact disc that contains data
accessible by a computer,

the smallest addressable unit of hard disk space which can be used to hold
the content of & computer file

an interconnected group of computers and associated equipment.

a single computer or multiple computers designed to function in connection
with each other.

central processing unit; sometimes just called processor, a description of g
class of logic machines that can execute computer programs

cathode ray tube monitor; a ‘conventional compiter monitor using a
vacuurn tube containing an electron gun and a fluorascent screen {c.f. LCD
or plasma monitors)

floppy disk; a data storage medium that js compased of a disk of thin, flexible
magnetic storage medium encased in a square or rectangular plastic shell
a family of frame-based computer networking technologies for local area
networks (LANs)

a file system used by various operating systems, including Microsoft
Windows 95 and 98

unused hard disk space lef! over between the end of a file's content and

the slad of the next cluster




510

520

830

Report of Thomas Kevin Moore

Specialist Field Digital Forensics

Flle systein

Fresh space

GHz

Hard disk [drive]

Hardware

icT

IP address

Memory

Metadata

MHz

Network

NIC

to make it possible to retrieve them v T
\3 AN r’\ChrLd ed

hard disk space which has not prewoug%been used 10 stq;é} farmation

Y mé’%

gigahertz, a measurement of frequency equivalent to 10° hertz {10° cycles

and which is identified as available for stonn

per second); in modern computing, used to refer to the speed of the
computer processor.

a form of permanent storage media for a computer, which retains data even
when the power is turned off. Such disks are commonly instalied within a
computer's chassis but can be external.

the mechanical, magnatic, electronic, and electrical devices comprising a
computer system, as the CPU, disk drives, keyboard, or screen.
information {and] communications technology, an umbrelia term that
inciudes all technologies for the communication of information.

intemnet protocol address; a numerical label that is assigned to devices
participating in a computer network that uses the Internet Protocol for
communication between its nodes.

See RAM.

data conceming other data, a means by which io describe the
characteristics or attributes of other information.

megaheriz; a measurement of frequency equivalent to 108 hertz {(10% cycles
per second); in modern computing, used to refer to the speed of the
complier processor,

Ses computer network.

network interface card, (nelworking) a piece of computer hardware

designed to alow computers to communicate over a computer network.
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QOperating system

Partition

PC

Processor

RAM

Sector

Software

Unallocated space

URI

Virival PC

Viware

[Logical] velume

I 7]

;L TSI T

the collection of sofiware that disects a.compfer
s S
and scheduling the execution of otheragrams;and
tan T
0 Arcregited

input / output, and communication\.\ :

n-;'! “
N

N
v

an area of a computer's hard disk drive. g ﬁcj,:
personal computer, a computer whose original price. size, and capabilities
make it useful for individuals, and which is intended to be operated diractly
by an end user, with no Inlervening computer operator.

See CPU.

raidom access memory, a type of computer data storage which commonly
takes the form of integrated circuits that allow the stored data to be accessed
in any order.

a subdivision of a track on a magnetic or optical disk, each sectar storing a
fixed amount of data (typically 512 bytes in the case of magnetic disks)

a collection of computer programs, procedures and documentation that
perform soma tasks on @ computer system.

Disk space which has previously been used to store information but which
is now identified as available for overwriting with new data

unifortn resource identifier, a string of characters used o identify or name a
resource on the Internet (for example, a web addrass)

a software product that allows multiple workstation or server-class virtual
machines to run on one physical computer; the specification and hardwars
corfiguration of a virtual PC is usually specified by the user.

a generic temn referring to a range of software products by VMware Inc.,

some of which facilitate the ¢reation and use of one or more virtual PCs.

an instrument used to allocale data storage space on a mass storage device
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Reports & Opinions

bylock Uygulamasi Teknik Raport {English translation) (Undated)

Witness Statements {in ascending chronological order)

None

Exhibits

None

570 Interview Transcrpts (in ascending chronological order)

Nane

Letters and E-Mail Corespondence

None




